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The  continuing  explosion  of  the  high  tech  industry  and  the  near 
crisis  in  the  health  care  system  are  testimony  to  the  magnitude  and  scope 
of  challenges  before  us  in  Massachusetts.  These  issues  are  inextricably 
linked  with  the  work  of  the  Attorney  General's  Office  and  the  work  of  law 
enforcement,  as  a  whole. 

At  no  time  in  recent  history  have  we  faced  a  future  that  looks  so 
bright  and  is  yet  so  critically  hinged  on  the  choices  we  make  in  the 
present.  The  Harvard  Pilgrim  Health  Care  receivership  and  subsequent 
resolution  are  a  prime  example  of  this  unique  situation.  The  circumstances 
underscored  the  need  for  an  immediate  solution  to  protect  the  1 .4  million 
members  and  service  providers.  The  situation  also  provided  a  much 
needed  opportunity  to  reevaluate  the  current  state  of  health  care  in 
Massachusetts  and  determine  tangible,  far  reaching  solutions  to  these 
systemic  problems.  Without  question,  there  are  no  quick-fix  answers  but 
with  the  best  interests  of  the  citizens  of  this  state  at  the  heart  of  our  efforts, 
we  will  ensure  the  most  positive,  long-term  effects  on  the  people  the  entire 
industry  serves. 

As  a  state,  we  are  enjoying  a  time  of  unprecedented  growth  and 
prosperity;  it  is  our  responsibility  in  law  enforcement  to  ensure  the 
smoothest  of  transitions  in  the  new  economy.  For  those  of  us  in  the 
business  of  protecting  the  public  and  safe  guarding  their  well  being,  we  are 
faced  with  extraordinary  challenges.  Our  progress  in  the  high  tech  industry 
is  having  wide  ranging  effects,  not  only  in  terms  of  our  state's  economy, 
but  also  in  terms  of  our  individual  lifestyles. 

As  a  state  we  have  grown  reliant  on  these  advancements  - 
approximately  53%  of  Massachusetts  residents  own  a  personal  computer,  a 
percentage  slightly  higher  than  the  national  average;  reciprocally,  we  have 
grown  vulnerable  to  them. 
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In  October  of  1999,  the  Attorney  General's  Office  was  faced  with  a  new  type  of  crime 
and  a  new  brand  of  criminal.  We  investigated  a  case  of  "cyber  terrorism"  in  Townsend,  Massa- 
chusetts where  a  perpetrator  in  Missouri  used  a  chat  room  frequented  by  middle  school  students, 
learned  their  names,  and  eventually  convinced  them  he  was  a  classmate  and  neighbor.  He 
directed  them  to  graphic  pornography  sites  on  the  web  and  eventually  made  threats  to  imitate  the 
horror  at  Columbine,  listing  names  of  his  targets.  Through  effective  collaboration  and  informa- 
tion sharing  between  investigators  in  Massachusetts  and  Missouri,  we  were  able  to  arrest  the 
cyber  terrorist  within  48  hours.  He  turned  out  to  be  a  19-year-old  Missouri  man  with  neither  the 
means  nor  the  intent  to  harm  the  students  he  threatened. 

While  the  perpetrator  is  being  aggressively  prosecuted,  current  laws  did  not  adequately 
address  his  actions.  In  order  to  fill  the  void,  our  office  authored  new  legislation  that  will  make  it 
a  crime  to  communicate  threats  in  person,  on  the  telephone,  by  fax,  or  over  the  Internet. 

The  Townsend  case  highlights  the  need  for  law  enforcement  to  be  experienced,  skilled 
and  prepared  in  the  booming  high  tech  field.  To  that  end,  the  Attorney  General's  Office  has 
expanded  the  High  Tech  and  Computer  Crimes  Division  within  the  Criminal  Bureau  to  enable  us 
to  continue  providing  investigative,  forensic  and  legal  support  to  law  enforcement  agencies 
around  the  Commonwealth  on  an  even  more  comprehensive  basis.  We  have  also  established  the 
Internet  Enforcement  Unit  within  the  Public  Protection  Bureau  to  coordinate  civil  actions,  policy 
and  legislative  initiatives,  and  consumer  education  programs  to  prosecute,  and  ultimately  pre- 
vent, on-line  crimes. 

We  intend  to  become  a  primary  resource  for  legal  expertise  and  proficiency  regarding 
computer  technology  and  crime.  We  will  host  formal  trainings  with  agencies  throughout  the 
state  and  continue  to  provide  support  to  law  enforcement  on  a  more  informal  level.  Our  own  in- 
house  experts  are  regularly  updating  their  training  on  advanced  operating  systems  in  order  to 
keep  up  with  the  rapidly  changing  field. 

Our  Community-Based  Justice  Bureau  has  also  tackled  the  high  tech  issue  from  a  child 
safety  perspective.  They  have  prepared  two  brochures,  one  for  parents  and  one  for  children, 
outlining  information  and  safety  tips  that  will  help  make  sure  our  children's  experiences  on  the 
Internet  are  safe,  productive  and  fun.  Both  of  these  brochures  are  now  available  on  our  web  site 
at  www.ago.state.ma.us. 

High  tech  advancements  are  at  the  heart  of  our  new  economy.  We  certainly  have  good 
reason  to  applaud  our  progress  and  the  benefits  reaped.  Innovation  and  growth  are  exciting,  but 
where  there  is  change,  there  is  fertile  ground  for  crime  and  fraud.  As  law  enforcement  officers, 
there  is  no  doubt  that  we  must  forge  a  path  to  the  future.  On  the  way,  we  must  ensure  that  every 
person  has  the  chance  to  take  advantage  of  the  opportunities  the  new  economy  provides,  and 
pledge  to  bring  those  who  exploit  the  opportunities  to  justice.  Our  future  success  rests  on  the 
precedents  we  set  today. 
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GENERAL  LAWS  UPDATES 


Michael  Fabbri 

Assistant  District  Attorney 


Sean  Kealy,  Legal  Counsel,  Joint 
Legislative  Committee  on  Criminal  Justice 


Changes  To  The  General  Laws 


An  Act  Relative  to  Trespass  on  a  School  Bus.  (St.  1999  c.  102  effective  January  14,  2000). 
This  law  amends  G.L.  c.  266,  §120,  to  make  trespassing  on  a  school  bus  a  crime  punishable  by  a 
fine  of  not  more  than  $100  or  by  imprisonment  for  not  more  than  30  days,  or  both. 

Act  Relative  to  the  Budget  for  Fiscal  Year  2000  (St.  1999,  c.  127).  The  following  relevant 
changes  to  the  general  laws  were  made  in  the  Budget. 

1.  A  defendant  who  pleads  or  is  found  guilty  of  OUI  is  now  assessed  $125  which  is  depos- 
ited into  the  Head  Injury  Treatment  Services  Trust  Fund  established  by  G.L.  c.  10,  §59. 

2.  Any  person  acting  or  purporting  to  act  as  a  licensed  dietician/nutritionist  without  first 
obtaining  a  license  to  practice  shall  be  guilty  of  a  misdemeanor  and  shall  be  punished  by  a  fine 
of  not  more  than  $5,000  or  up  to  one  year  imprisonment,  or  both. 

3.  G.L.  c.  161 A  was  amended  in  part  to  make  possession  of  an  alcoholic  beverage  at  an 
MBTA  facility  with  intent  to  consume  a  crime  punishable  by  imprisonment  for  not  more  than  30 
days  or  by  a  fine  of  not  more  than  $100,  or  both,  as  provided  in  section  40A  of  chapter  272,  and 
said  alcoholic  beverages  shall  be  forfeited  to  said  authority. 

4.  G.L.  c.  268  was  amended  by  creating  a  new  section,  21  A,  which  criminalizes  sexual 
relations  between  a  correction  officer  and  an  inmate.  The  penalty  provided  is  imprisonment  for 
not  more  than  five  years  in  a  state  prison  or  by  a  fine  of  $10,000,  or  both.  For  the  purposes  of 
this  section,  an  inmate  shall  be  deemed  incapable  of  consent  to  sexual  relations  with  such  person. 
Also,  sexual  relations  shall  include  intentional,  inappropriate  contact  of  a  sexual  nature,  includ- 
ing, but  not  limited  to,  conduct  prohibited  by  section  22  or  24  of  chapter  265  or  section  23,  35  or 
53A  of  chapter  272. 
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OMESTIC  VIOLENCE 


UPDATE 


Emily  Paradise,  Assistant  Attorney  General 

Beth  Merachnik,  Chief 

Community-Based  Justice  Bureau 

Legislative  Update 

Protections  for  Persons  Seeking  Restraining  Orders  —  The  legislature  recently  strength- 
ened the  protections  available  to  persons  seeking  restraining  orders  by  amending  section  8  of  c. 
209  A,  dealing  with  record  confidentiality.  Under  the  amendment,  the  plaintiffs  current  and 
former  residential  address,  residential  telephone  number  and  workplace  name,  address  and 
telephone  number  shall  be  kept  confidential  from  the  defendant  and  the  defendant' s  attorney  and 
shall  be  withheld  from  public  inspection  except  by  order  of  the  court.  On  the  plaintiffs  request, 
the  court  shall  impound  the  information.  The  information  shall  be  available  to  the  plaintiff, 
plaintiffs  attorney  and  others  authorized  by  the  plaintiff  to  obtain  it.  In  addition,  the  information 
shall  not  be  kept  confidential  from  the  defendant  or  the  defendant's  attorney  if  it  is  required  to 
appear  on  the  court  order  itself. 

Case  Law  Update 

'No  Contact'  Provision  of  Restraining  Orders  —  In  Commonwealth  v.  Basile.  47  Mass. 
App.  Ct.  918  (1999),  the  Massachusetts  Appeals  Court  upheld  the  defendant's  conviction  for 
violating  the  "no  contact"  provision  of  a  restraining  order  despite  his  claim  that  he  had  not 
contacted  his  former  girlfriend.  One  day  after  the  restraining  order  issued,  the  defendant  ap- 
peared about  a  block  away  from  the  victim's  current  boyfriend's  address,  a  location  from  which 
the  defendant  had  been  ordered  to  stay  away.  The  victim  saw  the  defendant,  who  jumped  in  the 
air  and  waved  his  arms.  The  defendant  claimed  that  his  activity  could  be  explained  by  the  fact 
that  he  was  playing  hacky-sac,  a  game  involving  a  small  beanbag-type  ball,  which  the  players 
kick  in  the  air.  In  upholding  the  jury's  verdict  that  the  defendant  violated  the  no  contact  provi- 
sion, the  court  stated:  "Our  cases  generally  interpret  'contact'  broadly;  there  are  many  ways  to 
achieve  a  communication."  According  to  the  court,  the  issue  of  whether  the  defendant  meant  to 
contact  the  victim  or  was  merely  playing  hacky-sac  was  properly  left  to  the  jury. 

Permanent  Restraining  Order--  Crenshaw  v.  Macklin  430  Mass.  633  (2000),  upon  an 
application  for  direct  appellate  review,  the  Supreme  Judicial  Court  held  that  G.L.  c.  209A,  §3 
allows  a  judge  to  issue  a  permanent  restraining  order  at  a  renewal  hearing.  A  plaintiff  appeared 
in  district  court  requesting  a  renewal  of  an  order  for  protection  issued  12  months  earlier.  The 
judge  agreed  to  extend  the  order  but  refused  to  make  it  permanent  on  the  grounds  that  the  statute 
did  not  permit  such  action.  The  Court  stated  that  at  a  restraining  order  renewal  hearing,  a  judge 
may  permit  the  existing  order  to  expire,  may  issue  a  permanent  order,  or  may  issue  an  order  for 
"any  additional  time  reasonably  necessary"  to  protect  the  plaintiff. 
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Revocation  of  Probation  -  In  a  probation  revocation  hearing  based  on  a  violation  of  the 
"no  contact"  provision  of  a  restraining  order,  hearsay  testimony  was  held  not  sufficiently  reliable 
for  probation  revocation  purposes.  The  evidence  consisted  of  the  testimony  of  a  police  officer 
who  relayed  information  he  received  from  the  defendant's  daughter,  and  a  sworn  statement  of  the 
defendant's  ex-wife,  who  had  no  personal  knowledge  of  the  violation.  The  defendant's  daughter, 
with  whom  the  defendant  had  the  contact,  did  not  testify.  Noting  a  general  reluctance  to  revoke 
probation  based  "solely  on  uncorroborated  hearsay  presented  in  oral  testimony,"  the  Appeals 
Court  in  Commonwealth  v.  Podoprigora,  48  Mass.  App.  Ct.  136  (1999),  reversed  the  order 
revoking  defendant's  probation. 

Ongoing  Abuse  Not  Required  for  Extension  of  Restraining  Order  -  The  Appeals  Court 
recently  upheld  the  annual  extension  of  a  restraining  order  in  Pike  v.  Maguire.  47  Mass.  App.  Ct. 
929  (1999).  On  appeal,  the  defendant  claimed  that  there  was  no  "direct  evidence"  to  support  the 
plaintiffs  allegations  and  he  had  not  committed  any  of  the  acts  prohibited  by  c.  209  A  since  the 
date  of  the  original  order.  In  affirming  the  lower  court's  ruling,  the  Appeals  Court  cited  the 
statute  stating  "  '[t]he  fact  that  abuse  has  not  occurred  during  the  pendency  of  an  order  shall  not, 
in  itself,  constitute  sufficient  ground  for  denying  or  failing  to  extend  the  order  ....'"  Id  (quot- 
ing G.L.  c.  209A,  §3).  To  the  contrary,  the  plaintiff  need  only  demonstrate  a  continued  need  for 
the  order.  Given  the  plaintiffs  fear,  the  defendant's  past  abusive  conduct,  the  recent  smashing  of 
the  plaintiffs  family  car's  windshield,  the  volatile  nature  of  child  custody  and  visitation  disputes, 
and  the  defendant's  behavior  in  court,  the  Appeals  Court  ruled  that  there  was  a  sufficient  basis 
for  extending  the  order. 

Judge's  Imposition  of  Contempt  Overturned  -  In  Commonwealth  v.  Contach.  47  Mass. 
App.  Ct.  247  (1999),  the  Appeals  Court  set  aside  a  lower  court  ruling  holding  a  woman  who 
sought  a  restraining  order  against  her  ex-boyfriend  in  contempt.  At  the  hearing  on  the  order, 
the  judge  denied  Contach' s  request  for  a  restraining  order  after  asking  her  whether  she  had  had 
alcohol  that  morning.  As  Contach  was  leaving  the  courtroom,  she  raised  the  middle  finger  of  her 
right  hand  to  her  ex-boyfriend.  The  gesture  was  visible  to  the  judge  and  to  others  in  the  court- 
room. Contach  apologized  immediately,  but  the  judge  ordered  that  she  be  taken  into  custody 
and  given  a  breathalyzer  test.  Ultimately,  the  judge  held  her  in  contempt  and  sentenced  her  to 
ten  days  in  jail,  based  on  the  gesture  and  the  judge's  belief  that  she  falsely  denied  being  under  the 
influence.  On  appeal,  the  court  ruled  that  the  circumstances  did  not  warrant  the  exercise  of  the 
court's  contempt  powers.  Moreover,  the  court  found  the  judge's  actions  "improper"  for  failing  to 
consider  the  stressful  circumstances  that  brought  Contach  into  the  courthouse  and  admonished 
the  judge  to  display  "more  sensitivity." 

Stalking  -  In  Commonwealth  v.  Jenkins.  47  Mass.  App.  Ct.  286  (1999),  the  Appeals 
Court  upheld  a  conviction  based  on  stalking  in  violation  of  a  restraining  order  despite  the 
defendant's  claim  that  the  Commonwealth  proved  only  two,  not  three,  separate  incidents  of 
proscribed  behavior,  as  required  by  the  stalking  statute.  While  the  defendant's  actions  occurred 
on  only  two  separate  dates,  the  evidence  demonstrated  that  the  defendant  engaged  in  a  series  of 
separate  acts  on  each  of  those  dates.  Accordingly,  the  Appeals  Court  found  that  the  behavior  met 
the  statutory  standard. _    
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HIGH  TECH  AND  COMPUTER 


CRIMES  UPDATE 


John  Grossman 
Chief,  High  Tech  and  Computer  Crimes  Division 

Criminal  Bureau 

In  1994,  35%  of  all  households  in  the  United  States  had  computers  at  home.  By  2003, 
that  number  is  expected  to  reach  60%.  The  percentage  of  households  in  the  Commonwealth  that 
own  computers  is  even  higher,  placing  us  among  the  six  most  "wired"  states  in  the  country.  The 
vast  majority  of  these  computers  have  access  to  the  Internet  and  there  are  an  estimated  95.5 
million  Internet  users  in  the  United  States  today  spending  over  $250  billion  in  on-line  purchases 
and  sending  over  3.4  trillion  e-mail  messages  a  year. 

Why  does  this  matter  to  law  enforcement?  As  the  individual  and  corporate  citizens 
whom  we  protect  become  more  and  more  adept  at  using  computers  and  the  Internet,  so  do  the 
criminals  whom  we  pursue.  James  Kallstrom,  the  former  Assistant  Director  of  the  F.B.I,  in 
charge  of  the  New  York  Field  Office,  estimated  that  in  1992,  5%  of  its  investigations  were 
computer-related;  by  2002,  Kallstrom  estimates  that  95%  of  its  investigations  will  be  computer- 
related.  In  short,  unless  we  train  and  equip  ourselves  to  fight  this  new  breed  of  cyber-criminal, 
we  will  not  be  able  to  do  our  jobs. 

The  Office  of  the  Attorney  General  has  set  up  two  specialized  teams  to  fight  the  crimi- 
nals, con-men,  and  rip-off  artists  who  prey  on  the  people  of  the  Commonwealth:  the  High  Tech 
and  Computer  Crimes  Division  in  the  Criminal  Bureau  and  the  Internet  Enforcement  Unit  in  the 
Public  Protection  Bureau.  Each  team  is  specially  trained  and  equipped  to  investigate  and  pros- 
ecute cases  and  to  share  expertise  in  the  investigation  and  prosecution  of  computer-related  crimes 
and  scams  with  other  law  enforcement  agencies.  The  High  Tech  and  Computer  Crimes  Division 
is  comprised  of  three  prosecutors,  five  State  Troopers  and  a  civilian  computer  forensics  expert, 
all  of  whom  focus  on  the  wide  variety  of  crimes  that  can  be  committed  with  computers,  including 
hacking,  dissemination  of  child  pornography,  e-mail  threats  and  on-line  scams.  The  Internet 
Enforcement  Bureau  is  responsible  for  taking  civil  enforcement  action  to  enjoin  the  operation  of 
on-line  scams  and  other  illegal  activities  on  the  Internet  and  to  seek  damages  and  restitution 
fromthe  perpetrators  when  appropriate. 

This  column  will  appear  in  each  edition  of  the  Law  Enforcement  Newsletter  and  will 
update  you  on  developments  in  the  law  important  to  know  as  computer  crime  becomes  more  and 
more  prevalent.  This  edition's  column  will  familiarize  you  with  an  issue  that  comes  up  in  almost 
every  case  involving  the  Internet,  whether  it  is  an  e-mail  threat  to  a  school  or  a  child  pornogra- 
pher  sharing  his  wares  on  line:  how  to  obtain  records  from  Internet  Service  Providers  or  "ISPs", 
like  America  On  Line  ("AOL"),  Microsoft  Network  and  thousands  of  other  similar  operations. 
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Access  for  Massachusetts  law  enforcement  officers  to  records  kept  by  ISPs  is  largely 
governed  by  federal  law:  the  Electronic  Communications  Privacy  Act  ("ECPA").  18  U.S.C. 
§2701,  et.  seq.    ECPA  governs  the  ways  in  which  law  enforcement  agents,  whether  local,  state 
or  federal,  may  gain  access  to  "electronic  communications,"  including  e-mail  and  other  Internet 
use  records.  ECPA  divides  the  types  of  information  law  enforcement  generally  seeks  into  three 
categories:  subscriber  information,  content,  and  everything  else.  The  process  for  obtaining  the 
desired  information  differs  in  each  of  these  areas.  What  follows  is  an  analysis  of  the  ways  a 
Massachusetts  law  enforcement  officer  may  obtain  information  in  each  of  these  categories,  as 
well  as  a  discussion  of  a  major  unresolved  area:  obtaining  records  from  cable  companies,  like 
Media  One,  which  also  act  as  ISPs  .  For  the  purposes  of  this  analysis,  assume  that  the  objective 
is  to  obtain  the  information  needed  for  an  investigation  without  providing  notice  to  the  target. 

Content 

"Content"  refers  to  those  records  stored  by  ISPs  which  disclose  information  about  the 
substance,  purport  or  meaning  of  the  communications  in  question.  The  most  common  example  of 
such  records  sought  by  law  enforcement  officers  are  e-mail  messages  stored  by  ISPs.  Within  the 
category  of  content,  one  must  distinguish  between  communications  received  and  stored  by  the 
ISP  but  not  yet  read  by  the  recipient  and  communications  received  and  read  by  the  recipient  and 
then  saved  on  the  ISPs  computer.  See  18  U.S.C.  §§  2703(a),  2703(b). 

Unread  e-mail  messages  stored  by  the  ISP  may  generally  only  be  obtained  by  a  search 
warrant  pursuant  to  probable  cause.  (In  the  rare  case  that  a  message  has  been  stored  unread  for 
more  than  180  days,  it  may  be  obtained  not  only  by  search  warrant,  but  also  by  court  order,  grand 
jury  or  trial  subpoena.)  This  search  warrant  must  be  issued  by  a  court  in  the  jurisdiction  of  the 
ISP.  If  the  ISP  is  in  another  state,  you  must  work  with  local  law  enforcement  to  execute  the 
warrant.  The  AG's  High  Tech  and  Computer  Crime  Division  can  assist  you  in  locating  computer 
savvy  law  enforcement  officials  in  other  states. 

It  is  important  to  understand  that  searching  for  unread  e-mail  messages  is  different  than 
interception  of  e-mail  messages  while  transmission  is  in  progress;  interception  can  only  be 
accomplished  by  a  wiretap  pursuant  to  G.L.  c.  272,  §  99.  Successive  search  warrants  should  not 
be  used  to  evade  the  requirements  of  the  wiretap  law. 

E-mail  messages  that  have  been  read  by  the  recipient  and  stored  on  the  ISP's  computer 
may  be  obtained  by  a  search  warrant,  court  order,  grand  jury  or  trial  subpoena. 

If  the  desired  content  is  obtained  by  a  search  warrant,  neither  the  government  nor  the  ISP 
is  required  to  provide  notice  to  the  subscriber.  However,  if  the  content  is  obtained  by  court 
order,  or  any  type  of  subpoena,  notice  to  the  customer  is  required  unless  the  court  or  a  supervi- 
sory official  of  the  entity  issuing  the  subpoena  certifies  that  notification  may  result  in  "endanger- 
ing an  individual's  life  or  physical  safety,  flight  from  prosecution,  destruction  of  or  tampering 
with  evidence,  intimidation  of  potential  witnesses,  or  otherwise  seriously  jeopardizing  an  investi- 
gation or  unduly  delaying  a  trial."  18  U.S.C.  §2705.  If  one  of  these  justifications  exists,  the 
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court  or  supervisory  official  may  delay  notification  in  90-day  increments.  A"court  order"  under 
ECPA  is  a  special  ex  parte  order  available  in  federal  court  under  18  U.S.C.  §  2703  (d).  These 
orders  are  discussed  in  greater  detail  below. 

Subscriber  Information 

For  the  purposes  of  this  article,  "subscriber  information"  refers  to  the  following  narrow 
set  of  transactional  records  kept  by  ISPs:  the  name,  address,  and  place  of  business  of  a  sub- 
scriber; the  telephone  number  or  other  subscriber  number  or  identity;  and  the  length  and  type  of 
service  provided  to  a  subscriber—basically  the  information  amounts  to  the  information  kept  by 
the  ISP  for  billing  purposes.  With  respect  to  an  e-mail  account,  subscriber  information  will 
generally  include  the  name  of  the  person  to  whom  a  specific  screen  name  is  registered  as  well  as 
the  dates  and  times  at  which  the  subscriber  was  using  the  ISP  service.  Notably  absent  from  this 
list  of  information  is  credit  card  and  other  credit  information  and  Internet  Protocol  address 
information  which  can  determine  the  location  and  computer  from  which  a  specific  electronic 
transmission  was  sent  or  received. 

Subscriber  information  can  be  obtained  by  search  warrant,  court  order,  or  a  grand  jury, 
trial  or  administrative  subpoena,  18  U.S.C.  §  2703(c).  Compliance  with  these  subpoenas  can  be 
compelled  from  both  in  and  out  of  state  ISPs  although  it  may  require  the  assistance  of  a  prosecut- 
ing agency  and  court  in  the  ISP's  jurisdiction.  It  is  worth  noting  that  under  current  Massachu- 
setts law,  administrative  subpoenas  may  only  be  used  to  obtain  electronic  communications  from 
ISPs  if  the  ISP  is  a  "common  carrier"  M.G.L.  c  271,  §  17B.  ISPs  are  seldom  common  carriers 
unless  run  by  telephone  companies,  thus  administrative  subpoenas  are  rarely  a  possibility.    As  in 
all  cases,  search  warrants  must  be  based  on  probable  cause.  If  the  ISP  stores  the  desired  informa- 
tion outside  of  the  Commonwealth,  law  enforcement  must  obtain  a  federal  search  warrant  or  a 
search  warrant  issued  by  the  state  in  which  the  records  are  stored.  Court  orders  under  18  U.S.C. § 
2703  (d)  require  reasonable  grounds  to  believe  that  the  information  sought  is  relevant  and  mate- 
rial to  an  ongoing  criminal  investigation.  This  less  than  probable  cause  standard  and  the  fact  that 
they  have  national  reach  make  2703  (d)  court  orders  useful  tools.  Our  analysis  of  ECPA,  how- 
ever, indicates  that  such  court  orders  must  be  issued  by  a  federal  court.  State  Courts  do  not  have 
the  power  to  issue  an  order  under  the  statute.  To  discuss  the  procedure  for  obtaining  an  order  in 
federal  court,  contact  the  High  Tech  and  Computer  Crime  Division. 

For  both  search  warrants  and  court  orders,  the  law  neither  prohibits  nor  requires  the  ISP 
to  give  notice  to  the  subscriber.  However,  if  there  is  reason  to  believe  that  notice  of  the  existence 
of  the  search  warrant  or  court  order  will  result  in  danger  to  a  person,  flight,  destruction  of  evi- 
dence, intimidation  of  a  witness,  or  serious  jeopardizing  of  an  investigation,  an  order  prohibiting 
the  ISP  from  notifying  the  subscriber  may  be  obtained. 
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Everything  Else 

As  noted  above,  certain  key  pieces  of  information,  such  as  Internet  Protocol  addresses  and  credit 
card  information  are  neither  "content"  nor  "subscriber  information."  This  information  may  be  obtained 
either  by  search  warrant  pursuant  to  probable  cause  or  by  a  court  order  when  there  are  reasonable 
grounds  to  believe  that  the  information  is  material  and  relevant.  1 8  U.S.C.  §  2703(d).  Each  method  has 
benefits  and  detriments  discussed  above.  Again,  one  may  bar  notice  to  the  subscriber  by  obtaining  an 
additional  order  that  prohibits  the  ISP  from  notifying  the  subscriber. 

One  Major  Catch:  ISPs  Providing  Service  over  Cable 

The  preceding  information  describes  what  you  need  to  know  in  order  to  obtain  records  from  all 
ISPs  governed  by  ECPA.    However,  it  is  an  open  issue  whether  cable-based  ISPs,  such  as  Media  One 
Roadrunner,  are  currently  governed  by  ECPA.  Cable  companies  have  generally  asserted  that  ECPA 
does  not  govern  its  business.  According  to  cable  companies,  a  different  federal  statutory  scheme  con- 
trols them,  requiring  both  notice  and  an  opportunity  for  subscribers  to  object  in  court  before  cable-based 
ISPs  provide  even  the  most  basic  subscriber  information  to  the  government.  Even  then,  the  govern- 
ment must  meet  the  high  standard  of  providing  "clear  and  convincing  evidence  that  the  subject  of  the 
information  is  reasonably  suspected  of  engaging  in  criminal  activity  and  that  the  information  sought 
would  be  material  evidence  in  the  case."  The  Cable  Communications  Act,  47  U.S.C.  §  551 .  Neither  a 
subpoena  nor  a  search  warrant  can  compel  a  cable  company  to  disclose  "personally  identifiable  infor- 
mation concerning  a  cable  subscriber".    As  a  practical  matter,  this  legal  wrinkle  often  creates  a  serious 
obstacle  for  law  enforcement  in  obtaining  records  stored  by  cable-based  ISPs,  particularly  when  more 
and  more  Internet  users  are  switching  to  service  over  broadband  cable.  However,  there  are  two  reasons 
to  be  optimistic.  First,  some  ISPs  operating  over  cable  have  succumbed  to  pressure  from  the  govern- 
ment to  provide  information  to  law  enforcement  officers  in  criminal  investigations.  Media  One,  for 
example,  has  altered  its  user  agreement  with  its  subscribers  to  allow  it  to  disclose  certain  information  to 
law  enforcement  pursuant  to  a  court  order  without  giving  notice  to  the  subscriber.  Second,  the  United 
States  Department  of  Justice  maintains  that  access  to  records  for  ISPs  providing  cable  access  is  in  fact 
governed  by  ECPA,  though  the  courts  have  not  yet  resolved  the  issue. 

One  Final  Tool 

Long  before  you  are  ready  to  draft  a  grand  jury  subpoena,  apply  for  a  court  order  or  execute  a  search 
warrant,  the  ISP  may  well  discard  the  information  you  need  in  the  ordinary  course  of  its  business.  To  avoid 
such  an  occurrence,  as  a  governmental  entity  you  may  send  the  ISP  a  letter  requiring  that  it  take  "all  reasonable 
steps  to  preserve  records  and  other  evidence  in  its  possession  pending  the  issuance  of  a  court  order  or  other 
process".  1 8  U.S.C.  §  2703(f)(2).  Sending  such  a  letter  should  be  among  your  first  steps  when  investigating 
any  Internet  related  crime. 

As  law  enforcement  works  to  stay  ahead  of  ever  more  sophisticated  criminals,  complicated  rules  for 
obtaining  electronic  records  can  be  a  burdensome  obstacle.  We  can  and  must,  however,  learn  to  work  with 
these  rules.  If  you  have  any  questions  or  need  assistance,  please  feel  free  to  call  John  Grossman,  Chief  of  the 
Attorney  General's  High  Tech  and  Computer  Crime  Division,  at  (617)  727-2200,  ext  2842. 
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CYBERTERRORISM 


LEGISLATION 


Barbara  Berenson 

Assistant  Attorney  General 

Community-Based  Justice  Bureau 

A  highly  publicized  case  last  fall  in  the  town  of  Townsend  vividly  demonstrates  the  risks 
that  Internet  communications  can  pose  to  children  and,  indeed,  to  an  entire  community.  In  that 
case,  a  group  of  middle  school  students  who  regularly  used  the  Internet  for  educational  and 
social  purposes  engaged  in  on-line  chat  discussions  with  a  person  posing  as  a  fellow  student  and 
Townsend  resident.  As  this  person  worked  his  way  into  the  on-line  social  network  of  these 
children,  he  provided  the  students  with  the  website  addresses  of  multiple  sites  on  which  he 
posted  child  pornography. 

This  person  also  used  his  on-line  chat  discussions  to  learn  the  names  of  the  students, 
some  of  their  teachers,  and  the  principal  of  Townsend  Middle  School.  This  knowledge  enabled 
him  to  deceive  the  middle  school  students  into  believing  that  he  was  one  of  their  peers.  He  then 
used  the  on-line  discussions  and  websites  to  communicate  explicit  threats  to  injure  and  kill 
particularly  identified  students  and  teachers  at  the  middle  school,  and  to  use  explosive  devices  to 
blow  up  the  school.  These  Internet  communications  caused  extreme  terror,  particularly  as  the 
Townsend  community  believed  they  were  made  by  a  locally-based  individual  who  was  fully 
capable  of  carrying  out  the  threatened  acts.  Although  the  Townsend  community  stood  up  to 
these  terroristic  threats  and  kept  their  middle  school  open,  the  fear  in  the  community  was  perva- 
sive, and  students  went  to  school  under  the  close  watch  of  police  officers  and  only  after  the  state 
police  bomb  squad  searched  the  school  for  explosive  devices. 

Extraordinary  police  work  by  local  and  state  police  officers  in  Massachusetts  and  Mis- 
souri resulted  in  the  suspect  being  identified  as  a  nineteen-year-old  man  using  his  home  com- 
puter in  Smith ville,  Missouri.  He  faces  charges  in  both  states  for  possession  and  dissemination 
of  child  pornography  as  well  as  misdemeanor  charges  in  both  states  for  making  threats. 

As  a  result  of  this  case,  and  the  recognition  that  our  existing  criminal  statutes  do  not 
adequately  address  crimes  of  cyberterrorism,  Attorney  General  Reilly  has  proposed  legislation 
that  would  create  a  new  felony:  the  crime  of  communicating  terroristic  threats. 
The  proposed  legislation  responds  directly  to  the  debilitating  psychological  terror  caused  by 
threats  of  violence,  whether  made  anonymously  (as  in  the  Townsend  case)  or  by  an  identified 
party.  Existing  law,  which  makes  threatening  to  commit  a  crime  a  misdemeanor  punishable  by 
up  to  six  months  of  incarceration,  is  inadequate  for  today's  world,  where  serious  threats  of 
violence  can  be  instantaneously  and  electronically  transmitted  by  any  sender,  located  anywhere 
in  the  world,  to  any  individual  or  group  of  individuals.  The  proposed  legislation  responds 
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appropriately  to  those  who  would  take  advantage  of  modern  technology  to  communicate  threats 
with  the  intention  of  causing  fear  and  terror. 

The  proposed  legislation: 

♦  defines  a  terroristic  threat  as  a  threat  to  commit,  or  cause  to  be  committed  any  crime 
which,  if  committed,  could  result  in  death,  bodily  injury,  or  property  damage; 

♦  requires  that  the  person  making  the  threat  intends  to  cause,  or  acts  in  reckless  disregard  of 
the  risk  of  causing,  any  person  to  fear  death,  bodily  injury,  or  property  damage;  or  the 
evacuation  or  serious  disruption  of  any  building,  dwelling,  or  place  of  assembly;  or 
serious  public  inconvenience  or  alarm; 

♦  explicitly  states  that  the  ability  or  intent  to  carry  out  the  threatened  crime  is  not  an  ele 
ment  of  the  crime.  This  proposed  legislation  is  not  just  about  crime  prevention;  it  is  also 
about  terror  prevention.  As  the  students  in  To wnsend  could  tell  you,  the  fear  caused  by 
receipt  of  a  threat  of  violence  can  be  profound,  long-lasting,  and  debilitating.  Until  the 
perpetrator  is  found,  the  recipient  of  a  threat  lives  in  constant  terror,  never  knowing 
where,  when,  why,  how  or  if  the  perpetrator  will  strike.  A  person  responsible  for  inten 
tionally  causing  this  type  of  fear  should  be  punished  even  if  he  did  not  intend  to  commit 
the  threatened  crime; 

♦  responds  directly  to  the  ease  with  which  the  Internet  permits  threats  to  be  made  and 
transmitted.  E-mail,  chatrooms,  instant  messaging,  and  web  sites  all  provide  an  opportu- 
nity for  those  who  wish  to  cause  terror  to  do  so.  Through  the  Internet,  any  person,  from 
the  most  dangerous  criminal  to  a  teenager  intending  a  prank,  can  cause  terror.  Would-be 
perpetrators  must  be  on  notice  that  we  take  threats  of  violence  seriously;  that  they  will  be 
caught;  and  that  their  crimes  will  be  punished. 

♦  punishes  terroristic  threats  in  a  manner  consistent  with  the  terror  they  cause.  The  maxi 
mum  sentence  a  person  faces  under  the  proposed  legislation  escalates  depending  on  the 
number  of  people  he  or  she  intended  to  terrorize,  or  the  nature  of  the  assembly  intended 
to  disrupt. 

A  public  hearing  on  this  proposed  legislation  was  held  by  the  Joint  Committee  on  Criminal 
Justice  on  January  25, 2000. 
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ATTORNEY  GENERAL  EFFORTS 


IN  WAGE  LAW  ENFORCEMENT 


Francis  X.  Flaherty,  Jr. 

Division  Chief,  Fair  Labor  and  Business  Practices  Division 

Business  and  Labor  Protection  Bureau 


The  Office  of  the  Attorney  General  enforces  the  Commonwealth's  labor  laws,  which 
include  statutes  that  address  wage  and  hour  requirements,  child  labor,  and  the  payment  of  the 
prevailing  wage  on  public  construction  projects.  In  the  past  year,  the  Attorney  General  has 
stepped  up  enforcement  efforts  with  respect  to  these  laws.  By  adopting  a  strategy  of  accessibil- 
ity, visibility  and  accountability,  the  Office  has  become  a  vigilant  and  effective  guardian  of  the 
rights  and  interests  of  working  men  and  women. 

With  the  assistance  of  local  officials  and  legislators,  the  Attorney  General  increased 
Office  accessibility  and  visibility  by  opening  regional  offices  in  Worcester  and  New  Bedford. 
The  offices,  staffed  with  inspectors  experienced  and  well-versed  in  labor  and  prevailing  wage 
laws,  make  it  easier  for  workers  to  report  violations  and  receive  guidance  regarding  their  work- 
place rights.  Office  presence  and  accessibility  are  supported  further  by  a  statewide  Office 
"hotline"  -  a  quick  and  much-praised  resource  that  provides  citizens  with  information  regarding 
the  labor  laws  of  the  Commonwealth.  The  "hotline"  received  and  answered  more  than  80,000 
labor  and  workplace  law  questions  in  the  past  year. 

While  a  comprehensive  enforcement  model  must  include  components  of  accessibility  and 
outreach,  the  use  of  appropriate  tools  to  sanction  and  to  deter  violations  remains  the  significant 
component  of  any  enforcement  approach.  In  recognition  of  this  fact,  the  Office  has  undertaken  a 
number  of  initiatives  to  deter  violations  and  to  make  violators  accountable  for  their  actions. 
During  the  past  year,  the  Office  conducted  200  more  on-site  inspections  of  public  construction 
projects  than  had  occurred  in  the  previous  year.  This  effort  greatly  increases  Office  visibility  and 
presence  in  the  public  construction  arena,  a  $3  billion  a  year  industry  in  the  Commonwealth. 
Such  presence  is  an  important  deterrent  to  prevailing  wage  violations,  a  crime  that  alters  the  level 
playing  field  upon  which  public  contractors  must  compete. 

In  addition  to  sharpening  the  focus  on  accessibility  and  visibility,  the  Office  achieved 
significant  gains  in  accountability  -  holding  violators  accountable  for  their  transgressions  and 
obtaining  restitution  for  the  working  men  and  women  of  the  Commonwealth.  In  the  past  year, 
the  Office  resolved  2,874  wage  complaint  cases,  approximately  800  more  than  had  been  resolved 
in  the  previous  year.  The  resolved  cases  resulted  in  the  return  of  almost  $3.5  million  in  wages  to 
workers  who  had  been  wrongly  deprived  of  their  earnings.  It  is  anticipated  that  such  gains  could 
be  surpassed  next  year,  given  the  recent  implementation  of  a  computerized  intake  and  complaint 
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management  system.  The  system,  which  will  improve  operations,  should  further  expedite  the 
processing  of  wage  complaints  and  restitution  return. 


Gains  in  accountability  also  will  be  enhanced  in  the  next  year  through  the  full  use  of  the 
Office's  new  civil  enforcement  powers.  The  Office  now  has  the  authority  to  issue  civil  citations 
for  certain  violations  of  wage  and  hour  and  prevailing  wage  laws.  The  citations  may  be  appealed 
to  the  Division  of  Administrative  Law  Appeals  (DALA).  During  the  past  year,  the  Office  spent 
significant  resources  contesting  appeals  to  DALA,  so  that  a  body  of  favorable  precedent  could  be 
established  in  the  DALA  forum.  The  resources  expended  paid  off,  as  the  Office  received  an 
overwhelming  majority  of  DALA  decisions  in  which  the  citations  issued  by  the  Office  were 
upheld.  These  results  establish  that  the  civil  citation  process  will  be  an  important  and  effective 
enforcement  tool  in  holding  violators  accountable  for  wage  and  hour,  and  prevailing  wage 
violations. 

The  Office  looks  forward  to  continuing  and  improving  upon  the  gains  in  labor  and  public 
contracting  law  enforcement  made  during  the  past  year.  Awareness  by  the  law  enforcement 
community  of  the  Attorney  General's  authority  in  this  area  will  greatly  assist  our  efforts.  For 
questions  and  referrals,  please  call  Assistant  Attorney  General  Dan  Field  at  (617)  727-2200, 
ext.  3508. 
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NURSE'S  AIDE  SENTENCED  TO 

STATE  PRISON 
FOR  ABUSING  FIVE  NURSING 

HOME  PATIENTS 


Nicholas  Messuri  and  Mark  Muldoon 

Assistant  Attorneys  General 

Medicaid  Fraud  Control  Unit 

Business  and  Labor  Protection  Bureau 

In  1999,  Stacy  Holly  Arruda,  then  a  26-year-old  from  Derry,  New  Hampshire,  was 
convicted  in  Middlesex  Superior  Court  of  brutally  abusing  and  mistreating  five  elderly  nursing 
home  patients.  Arruda' s  crimes  occurred  at  a  Wilmington  nursing  home  between  October  15, 
1997,  and  the  end  of  January,  1998,  while  she  was  employed  as  a  nurse's  aide. 

Arruda  was  convicted  of  spitting  in  the  face  of  a  confused  92  year  old;  deliberately 
pulling  the  hair  of  a  confused  86  year  old  patient;  hitting  and  kicking  an  82  year  old  patient; 
violently  throwing  the  legs  of  an  87  year  old  man  into  the  bed  rails;  stomping  on  the  crotch  of  an 
82  year  old  woman  causing  extensive  bruising;  and  force  feeding  fresh  feces  to  a  confused  83 
year  old  patient. 

Superior  Court  Justice  Sandra  Hamlin  found  Arruda  guilty  of  two  counts  of  felony  elder 
abuse  [G.L.  c.  265,  §  13K(b)],  a  tough  elder  abuse  law  sponsored  by  then-District  Attorney  Tom 
Reilly.  Arruda  was  also  found  guilty  of  seven  counts  of  misdemeanor  patient  abuse  [G.L.  c.  265, 
§  38].  Judge  Hamlin  immediately  sentenced  Arruda  to  four  to  five  years  in  State  Prison  and  three 
years  probation  from  and  after  her  incarceration  during  which  she  must  receive  counseling.  This 
sentence  is  the  longest  committed  sentence  ever  obtained  for  elder  abuse  in  the  20- year  history  of 
the  Attorney  General's  Medicaid  Fraud  Control  Unit.  Arruda  has  been  incarcerated  since  May 
14,  1999,  and  has  filed  an  appeal. 

Arruda  was  assigned  to  care  for  patients  diagnosed  with  Alzheimer's  disease  and  senile 
dementia.  Arruda' s  patients  were  particularly  vulnerable  because  they  could  not  communicate 
their  needs  to  staff  and  were  unable  to  remember  events  that  happened  to  them.  Due  to  the 
debilitating  nature  of  their  illnesses,  these  patients  relied  on  the  staff  for  all  of  their  basic  human 
needs. 

On  the  morning  of  October  15, 1997,  Arruda  was  seen  violently  pulling  the  arm  of  the 
wheelchair  of  a  confused  82  year  old  patient.  Arruda  pulled  so  hard  that  the  wheelchair  toppled 
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over  and  the  patient  crashed  to  the  ground.  Arruda  then  grabbed  the  patient's  hands  and  physi- 
cally dragged  her  into  the  room. 

Arruda  was  suspended  from  the  nursing  home  for  three  days,  but  then  allowed  to  return 
to  the  total  care  patient  group  to  which  she  had  been  assigned  before  the  incident. 


The  incident  was  reported  to  the  Department  of  Public  Health  (DPH).  DPH  is  mandated 
by  state  regulation  to  conduct  an  investigation  within  seven  days  [105  CMR  155.011  (A)(3)],  but 
due  to  a  lack  of  investigative  resources,  the  investigation  did  not  occur  until  four  months  after  the 
incident. 

In  early  February,  1998,  DPH  referred  the  matter  to  the  Attorney  General.  During  their 
intense  investigation,  Reilly's  investigators  determined  that  Arruda  had  committed  additional 
acts  of  patient  abuse  after  returning  from  her  suspension. 

At  trial,  several  of  Arruda' s  co-workers  testified  that  they  were  initially  reluctant  to  report 
what  they  had  witnessed.  In  addition,  the  DPH  investigator  assigned  to  review  the  case  testified 
that  there  were  not  enough  investigators  to  conduct  patient  abuse  investigations  within  the  time 
requirements  stated  in  the  regulations. 

As  a  consequence  of  this  important  prosecution,  new  legislation  sponsored  by  Senate 
Majority  Leader  Mark  Montigny  was  enacted  increasing  the  resources  at  the  DPH  and  at  the 
Office  of  the  Attorney  General.  As  a  result  of  that  legislation,  the  Attorney  General's  Medicaid 
Fraud  Control  Unit  will  be  enhancing  its  elder  abuse  prosecution  activities,  and  DPH  is  seeking 
to  fill  25. patient  abuse  investigative  positions. 
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SUPREME  JUDICIAL  COURT 


UPHOLDS  CONVICTION  OF 


DOCTOR  IN  PRESCRIPTION  DRUG 


DIVERSION  CASE 


Peter  Clark  and  Ann  Ackil 

Assistant  Attorneys  General 

Medicaid  Fraud  Control  Unit 

Business  and  Labor  Protection  Bureau 

The  Supreme  Judicial  Court  recently  released  its  decision  in  Commonwealth  v.  Albert  D. 
Pike,  428  Mass.  393  (1999).  Pike  was  convicted  of  prescribing  drugs  to  Medicaid  program 
patients  — primarily  poor  drug  addicts  — without  medical  necessity.  The  crux  of  Pike's  argu- 
ment on  appeal  was  "that  there  was  no  'factual  evidence'  of  his  bad  faith  and  lack  of  legitimate 
medical  purpose  in  prescribing  the  drugs  to  his  patients."  The  SJC  rejected  all  of  Pike's  claims 
on  appeal.  Pike  began  serving  his  sentence  of  two  years'  incarceration  on  December  14,  1999. 

The  Pike  case  is  significant  for  many  reasons,  not  the  least  of  which  is  the  novel  manner 
in  which  the  charges  were  proved.  There  are  two  essential  elements  in  the  prosecution  of  a 
physician  for  improper  drug  distribution  by  prescription:  lack  of  medical  purpose  for  the  pre- 
scription, and  knowledge  by  the  physician  of  lack  of  medical  purpose.  To  prove  a  corrupt  or 
dishonest  purpose,  prosecutors  traditionally  would  introduce  statements  made  to  an  undercover 
officer  by  the  physician  showing  knowledge  of  the  non-medical  use  of  the  prescription  drugs, 
and  physician  conduct  showing  disregard  for  the  patient's  health,  as  manifested  by  the  failure  to 
take  a  medical  history,  perform  an  examination  or  refer  the  patient  for  tests.  Often  the  Common- 
wealth would  offer  expert  medical  testimony  on  this  point,  but  the  case  law  suggests  this  is  not 
necessary. 

This  case  was  investigated  and  proved  differently.  Twenty  patients  were  interviewed  by 
investigators  from  the  Attorney  General's  office  and  the  Board  of  Registration  in  Medicine,  and 
their  medical  records  obtained.  Based  upon  these  interviews,  the  medical  records,  and  computer 
data  showing  excessive  prescribing  by  Pike,  expert  medical  opinion  was  obtained  which  led  to 
the  indictment  of  Pike  on  drug  and  Medicaid  fraud  charges. 

These  indictments  were  ultimately  based  upon  Pike's  conduct  with  respect  to  1 1  indi- 
viduals, all  Medicaid  recipients  and  substance  abusers.  The  Commonwealth,  however,  did  not 
call  any  of  these  individuals  as  witnesses:  two  had  died  of  drug  overdoses  and  one  of  AIDS 
related  diseases,  and  the  surviving  patients  were  either  unwilling  to  testify  or  not  credible  be- 
cause of  their  current  or  recent  substance  abuse  as  well  as  other  mental  or  emotional  problems. 
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The  evidence  the  Commonwealth  introduced  fell  into  three  categories:  expert  evidence  of 
drug  diversion  by  prescription;  evidence  of  Pike's  actual  practices;  and  expert  evidence  of  the 
lack  of  legitimate  medical  purpose  for  Pike's  prescriptions. 

The  Commonwealth  offered  testimony  by  two  law  enforcement  officers  experienced  in 
the  regulatory  context  governing  the  distribution,  including  the  prescription,  of  controlled  sub- 
stances, the  habits  of  drug  addicts,  the  value  of  prescribed  substances  to  these  addicts  both  as 
drugs  of  abuse  and  salable  commodities,  and  the  role  which  Medicaid  entitlement  plays  in 
facilitating  the  diversion  of  prescription  drugs  to  the  addict  population. 

The  Commonwealth  also  introduced  the  office  records  of  Medicaid  recipients  who 
received  prescriptions  from  Pike.  Each  record  revealed  an  individual  with  a  history  of  substance 
abuse,  typically  heroin  addiction,  for  whom  Pike  prescribed  a  variety  of  addictive  and  non- 
addictive  drugs  on  the  first  and  on  most  subsequent  visits.  The  office  notes  revealed  that  each 
recipient  received  prescriptions  regardless  of  concurrent  abuse  of  street  or  prescription  drugs, 
overdoses,  hospital  admissions  and  potentially  drug-related  accidents,  injuries  and  criminal 
conduct. 

The  Commonwealth  also  offered  the  testimony  of  three  medical  experts  in  the  fields  of 
community  psychiatry,  addiction  treatment  and  the  psychopharmacology  of  addiction.  The 
experts  provided  a  detailed  explication  of  each  recipient's  history  with  Pike.  By  going  through 
the  records  of  each  patient,  referring  to  the  Medicaid  printout  of  prescribing  and  office  visits, 
Pike's  notes,  the  actual  prescriptions,  and  contemporary  hospital  records,  the  experts  exhaus- 
tively demonstrated  the  lack  of  medical  legitimacy  of  the  hundreds  of  benzodiazepine  prescrip- 
tions. The  jurors  appeared  extremely  interested  in  this  rather  dry  and  repetitive  testimony.  The 
fact  that  they  could  see  the  actual  records  and  follow  the  questioning  may  have  contributed  to 
their  attentiveness. 

In  approving  the  "criminal  malpractice"  model  of  prosecution  in  these  cases,  the  SJC  held 
that  "[t]he  Commonwealth's  evidence,  and  the  reasonable  inferences  that  could  be  drawn  from  it, 
was  sufficient  to  allow  the  jury  to  conclude  beyond  a  reasonable  doubt  that  Pike  acted  in  bad 
faith  and  for  no  legitimate  medical  purpose." 

The  SJC  made  two  other  rulings  which  should  assist  prosecutions  in  a  number  of  related 
areas.  First,  the  SJC  substantially  extended  the  role  that  law  enforcement  officials  can  play  as 
expert  witnesses  in  fraud  cases.  The  court  held:  "The  manner  in  which  patients  and  doctors 
operate  to  divert  medical  prescriptions  to  third  persons  is  not  a  subject  matter  within  the  common 
knowledge  of  the  average  juror.  'Testimony  about  such  operations,  therefore,  is  helpful  to  the 
fact  finders  and  is  admissible  [because]  it  is  "more  akin  to  a  description  of  the  modus  operandi  of 
[drug  diverters]  than  a  'profile'  of  a  drug  dealer".  The  testimony  of  these  respectable  and  articu- 
late law  enforcement  officials  at  the  beginning  and  near  the  end  of  the  trial  appeared  to  have  a 
positive  impact  on  the  jury.  Any  complicated  fraud  case  could  benefit  from  a  neutral  explanation 
of  the  scheme. 
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Second,  the  Court  ruled  that  the  standard  of  proof  for  criminal  liability  in  this  case  was 
satisfied  with  a  combination  of  medical  records,  Medicaid  data,  prescriptions  and  expert  testi- 
mony. No  patient  testified  in  this  case.  The  Court  rejected  the  defense  assertion  that  the  defense 
medical  experts'  contradiction  of  the  Commonwealth's  experts  created  a  reasonable  doubt  as  a 
matter  of  law.  There  is  excellent  language  in  the  opinion  regarding  the  jury's  role  in  determining 
criminal  intent  based  upon  circumstantial  evidence. 

In  addition  to  its  endorsement  of  law  enforcement  testimony  of  modus  operandi  and  proof 
of  intent  by  medical  evidence,  the  court  approved  the  conviction  of  Medicaid  fraud  based  upon 
the  writing  by  a  physician  of  prescriptions  which  would  later  be  used  to  substantiate  a 
pharmacist's  claim  for  Medicaid  reimbursement;  admission  of  hospital  records  in  the 
Commonwealth's  case  in  chief  to  prove  facts  related  to  Pike's  patients;  and  rejected  a  defense 
claim  that  Pike's  statement  to  a  methadone  program  employee  that  he  was  the  "local  drug 
pusher"  was  inadmissible  because  it  was  a  joke,  ruling  that  "[t]he  defendant's  statement,  even  if 
made  in  a  joking  manner,  had  a  bearing  on  his  state  of  mind. . . .  Whatever  weight,  if  any,  to  be 
given  the  statement  was  for  the  jury  to  decide." 
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CASE  SUMMARIES 


I.  SEARCH  AND  SEIZURE 

A.   Warrantless  Searches 

Where  officers  had  reasonable  suspicion 
that  the  defendant  had  committed  a  crime, 
the  officers'  stop  of  the  defendant's  vehicle 
to  conduct  a  threshold  inquiry  was  lawful. 

The  officers,  who  arrested  the  defendant 
for  operating  a  motor  vehicle  with  a  sus- 
pended driver's  license,  properly  searched 
the  defendant's  person  and  seized  items 
without  a  warrant,  where  the  officers  had 
independent  probable  cause  to  arrest  and 
search  the  defendant  for  possession  of 
controlled  substances.  Commonwealth  v. 
Peters.  48  Mass.  App.  Ct.  15  (1999). 

The  Massachusetts  Appeals  Court 
affirmed  the  defendant's  conviction  for 
possession  with  intent  to  distribute  a  con- 
trolled substance.  The  defendant  argued  that 
the  officer  did  not  have  reasonable  suspicion 
to  stop  him  and  that  the  ensuing  search  was 
not  valid  as  an  inventory  search  since  there 
was  no  written  policy  to  which  the  officer 
must  adhere. 

The  police,  trained  in  narcotics  investi- 
gations, had  specific,  articulable  facts  to 
believe  that  the  defendant  had  engaged  in  a 
drug  transaction,  warranting  at  least  a 
threshold  inquiry.  The  officers  observed 
defendant  enter  and  promptly  leave  a  condo- 
minium complex  known  for  drug  transac- 
tions, then  engage  in  an  exchange  of  some- 
thing in  his  possession  for  money. 

The  officers  arrested  the  defendant  for 
operating  a  motor  vehicle  on  a  suspended 
license.  The  stated  grounds  for  arrest  are  not 
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dispositive.  The  search  of  the  defendant's 
person  was  lawful  as  a  search  incident  to 
arrest  on  other  grounds  since  the  officers  had 
probable  cause  to  arrest  and  search  the 
defendant  for  possession  of  drugs,  bolstered 
by  the  statement  of  one  occupant  of  the  car 
that  she  had  drugs  in  her  pocket. 

The  existence  of  probable  cause  to  arrest 
for  controlled  substances  would  also  warrant 
canine  inspection  of  the  car  as  incident  to 
arrest. 

Exigent  circumstances  warranted  police 
officers'  forced  entry  and  warrantless  search 
of  a  motel  room.  Commonwealth  v. 
Martinez.  47  Mass.  App.  Ct.  839  (1999). 

The  Appeals  Court  affirmed  the  defen- 
dants' convictions  for  trafficking  in  cocaine. 
The  court  found  that  the  evidence  obtained 
during  a  warrantless  search  was  properly 
admitted  into  evidence,  due  to  exigent 
circumstances  at  the  time  of  the  search. 

An  undercover  officer  participated  in  a 
drug  deal  in  a  motel  room,  to  which  other 
officers  had  followed  him.  The  police 
forced  their  way  into  the  room  without  a 
warrant  after  realizing  that  one  of  the  people 
involved  in  the  deal  had  seen  them  in  the 
lobby  of  the  hotel. 

The  police  were  not  in  a  position  to 
obtain  a  search  warrant.  They  did  not  know 
where  the  sale  of  drugs  to  the  undercover 
officer  would  take  place;  all  they  knew  was 
that  the  undercover  officer  was  on  his  way 
to  make  a  controlled  buy  after  which  the 
people  involved  would  disperse  quickly. 

Therefore,  exigent  circumstances  ex- 
isted, even  though  everything  had  gone  as 


Law  Enforcement  Newsletter 


Spring  2000 


the  police  had  planned.  The  exigency  was 
exaggerated  when  the  police  were  seen  by 
one  dealer,  introducing  the  possibility  of 
harm  to  the  undercover  officer  or  termina- 
tion of  the  deal. 

A  drug  interdiction  roadblock,  set  up  bv 
police  to  search  for  evidence  of  drug  traf- 
ficking and  other  contraband,  was  unlawful, 
where  stops  were  without  probable  cause  or 
reasonable  suspicion  and  where  there  was  no 
emergency  or  imminent  threat  to  the  lives 
and  safety  of  the  public.  Commonwealth  v. 
Rodriguez.  430  Mass.  577  (2000). 

The  SJC  affirmed  the  trial  judge's  order 
suppressing  evidence  obtained  from  a 
seizure  of  the  defendant's  motor  vehicle  at  a 
drug  interdiction  roadblock. 

The  police  set  up  a  roadblock  in  an  area 
with  a  reputation  as  a  high  crime  area.  The 
official  purpose  was  to  confiscate  illegal 
narcotics,  apprehend  people  transporting 
them,  and  deter  illegal  drug  trafficking.  The 
SJC  held  that  the  roadblocks  were  unlawful. 

The  Court  distinguished  between  drug 
roadblocks  and  sobriety  checkpoints.  Un- 
like drug  roadblocks,  sobriety  checkpoints 
are  not  generalized  searches  for  evidence  of 
criminal  activity  conducted  without  probable 
cause  or  reasonable  suspicion.  They  do  not 
constitute  illegal  searches  or  seizures  be- 
cause of  the  public  interest  in  keeping  drunk 
drivers  off  the  roads.  This  narrow  exception 
to  the  warrant  requirement  exists  where  the 
minimal  invasion  of  privacy  is  outweighed 
by  the  harm  to  be  avoided. 

The  purpose  of  drug  interdiction  road- 
blocks, however,  is  the  discovery  of  evi- 
dence of  crime.  These  roadblocks  are  more 
invasive  and  their  relationship  to  public 
safety  is  not  nearly  as  direct  and  immediate. 

Factors  determining  the  impermissibility 
of  the  roadblock  included  the  gravity  of 
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public  concerns  served,  the  degree  to  which 
the  seizure  advanced  the  public  interest,  and 
the  severity  of  interference  with  individual 
liberty. 

Where  police,  without  reasonable  suspi- 
cion or  probable  cause,  deprive  an  individual 
of  the  ability  to  remain  in  or  leave  a  resi- 
dence without  police  interference,  that 
person  is  considered  seized.  Commonwealth 
v.  Ramos.  430  Mass.  545  (2000). 

The  SJC  affirmed  the  trial  judge's  order 
suppressing  the  defendant's  photograph. 
Defendant  was  charged  with  unlawful 
distribution  of  cocaine  and  distribution  of 
drugs  in  a  school  zone.  The  police  wanted  to 
obtain  a  photograph  of  her  from  which  an 
officer  could  then  make  a  positive  identifica- 
tion. 

As  part  of  a  ruse  to  obtain  a  photograph 
of  the  defendant,  police  officers  congregated 
around  her  apartment  and  stated  that  they 
would  not  leave  until  she  came  out.  They 
threatened  to  have  the  fire  department  break 
down  the  door  if  she  did  not  comply. 

In  such  circumstances,  an  objectively 
reasonable  person  would  not  have  felt  free  to 
leave  or  remain  in  the  apartment  without 
first  responding  to  police  requests.  As  a 
result,  the  defendant  was  considered 
"seized." 

The  police  may  use  ruses  designed  to 
elicit  consensual  entry.  However,  when  the 
defendant  refused  to  cooperate,  the  ruse 
ended  and  the  officers'  actions  entered  the 
area  of  threats  of  intimidation  or  violence. 
The  officers  violated  her  freedom  of  move- 
ment, guaranteed  by  art.  14  of  the  Massachu- 
setts Declaration  of  Rights. 

Police  were  not  justified  in  entering 
without  a  search  warrant  when  the  defendant 
was  only  plaving  music  loudly .  Further,  the 
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charge  of  assault  and  battery  did  not  provide 
sufficient  reason  for  officers  to  enter  the 
defendant's  dwelling  where  the  threat  of 
harm  did  not  require  the  officers  to  arrest  the 
defendant  immediately.  Commonwealth  v. 
Kiser  48  Mass.  App.  Ct.  641  (2000). 

The  Appeals  Court  affirmed  the  trial 
judge's  suppression  of  evidence  seized  in  an 
unwarranted  search  where  exigent  circum- 
stances did  not  exist. 

Responding  to  a  complaint,  police 
officers  requested  that  the  defendant  turn 
down  his  music,  and  the  defendant  agreed  to 
comply.  When  the  officers  failed  to  leave 
immediately,  the  defendant  attempted  to 
push  an  officer  away  and  close  his  apartment 
door.  The  officers  entered  the  apartment, 
and,  observing  contraband,  arrested  the 
defendant  for  drug  offenses  as  well  as 
assault  and  battery. 

In  entering  without  a  warrant,  police 
must  consider  whether  exigent  circum- 
stances justify  such  a  search.  Factors  to 
consider  in  determining  exigency  include: 
the  danger  posed  by  the  suspect  to  officers 
and  others;  probable  cause  to  believe  the 
subject  has  committed  a  felony;  peaceable 
entry;  whether  delay  would  facilitate  the 
destruction  of  evidence  or  property;  and  the 
likelihood  that  the  suspect  would  escape. 

Loud  music  does  not  constitute  such 
exigency,  and  therefore  the  officers  were  not 
justified  in  entering  the  apartment.  Addi- 
tionally, the  assault  and  battery  charge  did 
not  provide  grounds  for  entering  the  apart- 
ment, because  misdemeanor  arrests  without 
a  warrant  must  be  made  so  that  the  arrest 
and  offense  form  part  of  the  same  transac- 
tion. 

B.  Inventory  search 


Inventory  search  was  lawful  where 
officers,  acting  on  a  tip  that  a  salvage  lot 
contained  stolen  automobiles,  began  an 
administrative  inspection.  Upon  confirma- 
tion bv  the  Registry  of  Motor  Vehicles  that  a 
described  vehicle  was  stolen,  the  officers 
secured  the  lot  and  obtained  a  search  warrant 
before  continuing  the  inspection.  Common- 
wealth v.  Tremblav.  48  Mass.  App.  Ct.  454 
(2000). 

The  Court  affirmed  the  defendant's 
conviction,  finding  no  illegality  in  the  search 
conducted  by  police  officers.  The  defen- 
dant, who  was  in  the  business  of  second- 
hand cars,  was  convicted  of  failure  to  keep 
appropriate  records,  failure  to  surrender  title 
upon  scrapping  a  motor  vehicle,  and  receiv- 
ing a  stolen  motor  vehicle. 

The  police  received  a  telephone  call 
through  a  hotline  number.  The  caller  said 
that  he  had  observed  three  stolen  cars  on  a 
particular  auto  salvage  lot.  Officers,  who 
formed  part  of  the  Governor's  Auto  Theft 
Strike  Force,  searched  the  lot.  They  fol- 
lowed a  routine  procedure,  which  had  not 
been  reduced  to  writing,  for  administrative 
searches  conducted  under  G.L.  c.  140,  §  66, 
intended  to  regulate  the  second-hand  vehicle 
and  parts  business. 

Motives  of  the  officers  beyond  enforcing 
record-keeping  and  other  laws  intended  to 
be  enforced  by  the  administrative  inspec- 
tions do  not  invalidate  the  inspection. 
However,  the  court  noted  that  the  defendant 
was  charged  with  violation  of  record-keep- 
ing regulations  as  well  as  receiving  a  stolen 
vehicle. 

If  a  search  is  consistent  with  the  4th 
Amendment  and  its  concern  for  reasonable- 
ness, the  individual  officers'  motivations  do 
not  matter.  (Note:  This  case  was  not  argued 
under  art.  14  of  the  state  constitution.) 
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C.  Stops 

Motion  to  suppress  granted  where 
circumstances,  viewed  objectively,  did  not 
create  an  articulable  suspicion  sufficient  to 
justify  a  Terry  detention.  Commonwealth  v. 
Wright.  48  Mass.  App.  Ct.  912  (1999). 

The  Appeals  Court  reversed  the 
defendant's  conviction  for  unlawful  posses- 
sion of  a  firearm.  The  firearm  should  have 
been  suppressed  because  defendant's  ignor- 
ing a  police  officer's  direction  to  stop  did 
not  create  an  articulable  suspicion  to  justify 
a  Terry  stop. 

Police  officers  in  a  cruiser  saw  a  group 
of  black  youths  in  a  high  crime  area,  dressed 
in  black,  two  with  hoods  up  despite  the 
summer  heat.  When  the  cruiser  drew  up 
next  to  them,  one  put  his  hand  in  his  pocket 
and  walked  faster.  An  officer  told  him  to 
stop.  He  did  not  stop  until  the  officer  stood, 
in  front  of  him.  The  officer  grabbed  the 
defendant's  arm,  directed  the  defendant  to 
remove  his  hand  from  his  pocket,  pat-frisked 
it  and,  feeling  a  hard  object  said,  "Is  this 
what  I  think  it  is?"  The  defendant  answered 
yes  and  the  officer  removed  a  gun  from  the 
pocket. 

Viewed  objectively,  nothing  more 
happened  than  that  a  youth  in  a  high  crime 
area  put  his  hand  in  his  pocket  and  walked 
away  when  he  saw  the  police.  The  police 
need  more  than  this  to  create  an  articulable 
suspicion.  Treating  the  youth's  ignoring  the 
direction  to  stop  as  affecting  the  analysis 
would  empower  the  police  to  create 
articulable  suspicion  where  none  existed 
before. 

Police  officers  who  had  reasonable   . 
suspicions  of  wrongdoing  were  justified  in 
stopping  and  arresting  a  woman  for  distrib- 


uting cocaine.  Commonwealth  v.  Hill,  49 
Mass.  App.  Ct.  58  (2000). 

The  Appeals  Court  vacated  an  order  to 
dismiss  a  case  against  a  woman  accused  of 
distributing  cocaine.  Acting  on  reasonable 
suspicions,  police  were  justified  in  stopping 
and  arresting  the  defendant. 

Police  officers,  working  in  an  area  of 
high  crime,  followed  a  car  under  surveil- 
lance to  a  parking  lot,  where  they  observed 
this  car  meeting  up  with  that  of  the  defen- 
dant. A  man  from  the  first  car  exited, 
walked  to  the  defendant's  vehicle  and 
opened  her  car  door.  When  he  returned  to 
his  car,  he  appeared  to  have  something  in  his 
right  hand.  Police  officers  approached  this 
man,  and  recovered  a  bag  filled  with  a  white 
substance.  The  defendant,  who  had  driven 
away  from  the  parking  lot,  was  then  stopped 
and  arrested  by  a  cruiser  in  the  area.  The 
police  did  not  recover  any  illegal  substances 
from  her  car,  but  the  defendant  was  holding 
ten  dollars  in  her  hand. 

The  police  officers  were  experienced 
officers  working  in  an  area  of  known  high 
drug  activity.  Their  decision  to  stop  the 
defendant  was  drawn  from  reasonable 
conclusions  based  upon  their  own  experi- 
ence and  their  observations  of  events.  Once 
the  defendant  had  been  stopped,  the  ten 
dollar  bill  in  the  her  hand  established  prob- 
able cause,  justifying  her  arrest. 

D.  Anticipatory  Warrants 

Evidence  seized  from  a  warranted 
search  was  admissible  because  the  warrant 
was  based  upon  substantiated  observations. 
Commonwealth  v.  Cruz.  430  Mass.  838 
(2000). 
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The  SJC  affirmed  the  Superior 
Court's  convictions  of  he  defendants  for 
trafficking  in  cocaine.  The  warrant  used  to 
arrest  the  defendants  established  probable 
cause,  and  therefore  an  anticipatory  warrant 
was  not  required. 

Following  a  tip  to  a  police  hotline,  a 
police  officer  contacted  one  of  the  defen- 
dants to  arrange  a  cocaine  purchase,  and 
made  five  additional  cocaine  purchases 
during  the  next  four  weeks.  Police  placed 
the  defendant  under  surveillance,  and  in 
doing  so  were  able  to  identify  both  the 
defendant's  base  of  operations  and  the 
defendant's  partners.  They  then  proceeded 
to  secure  a  search  warrant  for  this  apartment. 
Before  they  executed  the  warrant,  the  under- 
cover officer  arranged  a  final  sale.  When 
police  executed  the  warrant  and  searched  the 
suspected  apartment,  they  arrested  four 
persons  and  various  narcotic  paraphernalia 
was  recovered. 

The  police  officers  had  sufficient 
information  to  establish  probable  cause 
regardless  of  the  fact  that  the  final  sale  of 
cocaine  had.  not  occurred.  Previous  surveil- 
lance indicated  that  cocaine  would  be  found 
on  the  apartment  premises  even  without  the 
final  drug  sale,  so  an  anticipatory  warrant 
was  not  necessary. 


a  third  iurisdiction.  Commonwealth  v. 
Magazu,  48  Mass.  App.  Ct.  466  (2000). 

The  Appeals  Court  reversed  the  trial 
court's  dismissal  of  a  complaint  charging  the 
defendant  with  operating  a  motor  vehicle 
while  under  the  influence  of  intoxicating 
liquor.  The  defendant  claimed  that  the 
officer  was  beyond  his  jurisdiction  and 
therefore  lacked  the  authority  to  arrest  him. 

A  police  officer  empowered  to  make 
arrests  within  a  city  or  town  may,  on  fresh 
and  continued  pursuit,  exercise  such  author- 
ity in  any  other  city  or  town  for  any  offense 
committed  in  his  presence  within  his  juris- 
diction for  which  he  would  have  the  right  to 
arrest  within  his  jurisdiction  without  a 
warrant.  G.L.  c.  41,  §  98A. 

The  officer  first  observed  the  defendant's 
erratic  driving  in  another  jurisdiction.  How- 
ever, the  officer  had  authority  to  arrest  since 
he  had  reason  to  believe  that  the  defendant 
was  committing  an  offense  in  his  presence 
and  within  his  jurisdiction  when  the  defen- 
dant continued  to  drive  into  and  through  the 
officer's  town  into  a  third  jurisdiction. 

The  officer  was  in  pursuit,  although  he 
did  not  activate  lights  or  sirens.  Pursuit 
began  when  the  officer  had  reason  to  believe 
that  the  defendant  had  committed  an 
arrestable  offense. 


II.  STATUTORY/RULE 
INTERPRETATION 

A.  Authority  of  Officers  Outside  of  their 
Jurisdiction. 

An  officer  outside  of  his  jurisdiction, 
who  observed  someone  driving  under  the 
influence,  and  who  then  followed  that 
vehicle  as  it  drove  into  his  iurisdiction,  had 
authority  to  arrest  the  driver  a  short  way  into 


A  Vermont  state  trooper  lacked  authority 
to  stop  an  erratically  driven  car  on  a  Massa- 
chusetts highway,  where  the  trooper  had  not 
observed  the  vehicle  operating  erratically  in 
Vermont  and  hence  was  not  in  fresh  pursuit. 
Commonwealth  v.  Savage.  430  Mass.  341 
(1999). 

The  SJC  reversed  the  defendant's  con- 
viction for  driving  under  the  influence  of 
intoxicating  liquor  because  the  officer's  stop 
0~    was  an  unlawful  extraterritorial  stop. 
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A  civilian  reported  to  a  Vermont  police 
station  that  a  Massachusetts  car  was  being 
driven  erratically  on  a  Vermont  highway. 
The  dispatcher  radioed  this  to  the  trooper, 
who  later  spoke  with  the  civilian  directly. 

The  trooper  asked  the  dispatcher  to 
contact  Massachusetts  police,  who  did  not 
have  any  officers  available  in  that  area. 
After  crossing  the  Massachusetts  border,  the 
trooper  observed  the  car  driving  erratically. 
He  stopped  the  driver  and  had  her  wait  with 
him  for  a  Massachusetts  officer,  who  per- 
formed a  sobriety  test  and  arrested  the 
defendant  for  drunk  driving. 

A  police  officer  can  only  act  lawfully 
outside  his  jurisdiction  if  specially  autho- 
rized by  statute  or  if  the  arrest  is  a  valid 
citizen's  arrest  under  common  law.  This 
officer  had  no  authority  to  act  under  a 
statute,  as  the  Massachusetts  police  had  not 
requested  his  assistance.  The  common  law 
only  supports  citizen's  arrests  for  felonies. 

In  order  to  prevent  such  problems  in  the 
future,  the  Court  suggested  having  officers 
sworn  in  as  special  officers  in  other  jurisdic- 
tions. 

B.  Statute  of  Limitations 

The  statute  of  limitations  for  the  crime  of 
rape  of  a  child  tolls  for  any  period  during 
which  the  defendant  is  not  a  resident  within 
Massachusetts.  G.L.  c.  277.  §  63.  Com- 


monwealth v.  George.  430  Mass.  276 
(1999). 

The  SJC  affirmed  the  convictions  of  rape 
of  a  child  and  indecent  assault  and  battery  on 
a  child  under  age  14,  all  of  which  occurred 
between  1977  and  1979. 

The  victim  was  assaulted  as  a  child  and 
did  not  come  forward  with  his  story  until 
almost  twenty  years  later.  The  statute  in 
force  at  the  time  of  the  crime  tolled  the 


statute  of  limitations.  (The  statute  has  since 
been  amended.) 

The  tolling  did  not  violate  due  process, 
as  the  defendant  argued.  The  defendant  did 
not  demonstrate  that  he  suffered  substantial, 
actual  prejudice  to  his  defense  from  delay 
that  was  intentionally  or  recklessly  caused 
by  the  government. 

The  tolling  does  not  violate  the 
defendant's  right  to  travel,  as  he  claimed. 
The  defendant's  right  to  leave  the  state  was 
qualified  by  the  commission  of  a  crime 
within  the  state.  The  Court  stated  that 
Massachusetts  has  a  strong  interest  in  inves- 
tigating and  prosecuting  crime. 

C.  Matter  Harmful  to  Minors 

Handwritten  material  that  has  not  been 
mass-produced  does  not  qualify  as  "printed 
material"  in  the  law  prohibiting  the  distribu- 
tion of  pornography  to  minors.  Common- 
wealth v.  O'Keefe.  48  Mass.  App.  Ct.  566 
(2000). 

The  Appeals  Court  answered  a  trial 
judge's  question  of  law,  stating  that  hand- 
written material  cannot  be  punished  under 
G.L.c.  272,  §  28,  which  restricts  against 
disseminating  harmful  matter  to  minors. 

The  defendant  is  alleged  to  have  placed 
sexually  explicit  notes  inside  the  book  of  a 
fifth-grade  student.  However,  these  notes 
did  not  include  books,  magazines,  or  other 
materials  produced  for  wide  distribution. 

"Matter",  in  this  statute,  is  defined  as 
"printed  material."  Because  these  notes  are 
handwritten,  they  do  not  qualify  as  printed 
material.  Distributing  handwritten  obscene 
materials  to  minors  cannot  be  punished  by 
those  laws  which  mean  to  restrict  against  the 
distribution  of  mass-produced  obscene 
materials. 
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D.  Definition  of  Department 

Escape  from  the  Department  of  Youth 
Services  means  escape  from  the  custody  of 
the  department,  and  not  from  any  specific 
departmental  facility.  Commonwealth  v. 
Carrion,  43 1  Mass.  44  (2000). 

The  SJC  affirmed  the  trial  judge's  ruling 
that  the  defendant  was  guilty  of  escaping 
from  the  Department  of  Youth  Services  by 
virtue  of  escaping  from  the  department's 
custody. 

The  defendant  was  visiting  his  ill  father 
in  the  custody  of  a  Youth  Services  official 
when  he  escaped,  overwhelming  the  official 
with  physical  force.  He  was  later  appre- 
hended by  police,  and  charged  with  escaping 
the  department. 

The  SJC  affirms  that  the  definition  of  the 
Department  of  Youth  Services  is  not  limited 
to  its  facilities,  but  extends  to  its  general 
custody.  A  person  who  has  been  committed 
to  the  department  remains  in  the 
department's  custody,  even  while  off  its 
actual  premises. 


convictions  for  armed  robbery  and  attempted 
armed  robbery  of  a  gas  station  were  reversed 
on  other  grounds. 

During  the  show-up  identification, 
police  officers  surrounded  the  defendant  and 
requested  that  the  defendant  remove  his 
shirt. 

The  mere  fact  that  the  defendant  was 
surrounded  by  police  officers  does  not  make 
the  identification  process  unnecessarily 
suggestive. 

The  process  was  not  unnecessarily 
suggestive  because  defendant  was  shown  to 
the  witness  without  a  shirt,  where  the  wit- 
ness testified  that  he  would  have  identified 
the  defendant  as  the  perpetrator  even  if  he 
had  been  wearing  a  shirt. 

B.  Disposal  of  Evidence 

Police  officers'  negligent  pretrial  dis- 
posal of  a  baseball  cap  found  at  the  scene  of 
the  crime  was  not  shown  to  be  prejudicial, 
where  the  hat  was  of  limited  materiality. 
Commonwealth  v.  Noonan,  48  Mass.  App. 
Ct.  356(1999). 


III.  EVIDENTIARY  ISSUES 

A.  Identification 

Show-up  identification  procedure  was 
not  rendered  unnecessarily  suggestive  by 
either  the  fact  that  defendant  was  surrounded 
by  officers  or  that  defendant  was  requested 
to  remove  his  shirt.  Commonwealth  v. 
Florek,  48  Mass.  App.  Ct.  414  (2000). 

The  Appeals  Court  held  that  a  show-up 
identification  procedure  was  not  unnecessar- 
ily suggestive;  therefore,  the  evidence 
obtained  was  admissible.  The  defendant's 
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The  Appeals  Court  affirmed  the 
defendant's  conviction  of  breaking  and 
entering  in  the  daytime  with  intent  to  com- 
mit a  felony.  The  defendant  moved  to 
dismiss  the  complaint  because  of  lost  or 
destroyed  evidence. 

The  defendant  broke  into  and  vandalized 
the  house  owned  by  the  sister  of  the  woman 
he  lived  with.  Police  inspected  a  baseball 
cap  found  at  the  scene  of  the  crime  and 
discarded  it  after  determining  that  it  yielded 
no  evidence.  They  retained  a  photograph  of 
it. 

While  the  court  considered  this  disposal 
a  "foolish  act,"  it  found  that  the  defense  was 
not  prejudiced  and  may  in  fact  have  ben- 
efited  from  the  loss  by  being  able  to  suggest 
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to  the  triers  of  fact  that  the  police  were 
sloppy  in  handling  potential  evidence.  The 
court  stated  that  defendant  must  establish  a 
reasonable  possibility  that  the 
Commonwealth's  actions  deprived  him  of 
evidence  that  otherwise  would  have  been 
favorable  to  his  case  in  order  for  an  error  to 
be  found. 

C.  Statements  by  Defendants 

Statements  volunteered  by  an  accused  to 
a  police  officer  while  in  custody  were  not 
made  during  plea  negotiations  and  conse- 
quently were  not  excludable  from  evidence. 
Commonwealth  v.  Wilson,  430  Mass.  440 
(1999). 

The  SJC  vacated  the  trial  judge's  order 
to  suppress  statements  made  by  the  defen- 
dant to  a  police  officer.  The  defendant  was 
arrested  for  armed  and  masked  home  inva- 
sion. 

Defendant  who  was  in  custody,  after 
being  given  Miranda  warnings,  asked  to 
speak  with  a  detective  while  awaiting 
arraignment.  Defendant  said  that  he  wanted 
to  plead  guilty,  then  made  statements  to  the 
officer,  who  had  attempted  to  warn  the 
defendant  again  of  his  right  to  an  attorney. 

Statements  made  in  the  course  of  plea 
negotiations  are  not  admissible  against  an 
accused.  Mass.  R.  Crim.  Proc.  12(f).  The 
Court  does  not  read  this  rule  as  requiring 
that  the  statements  be  made  only  to  a  gov- 
ernment attorney  to  be  inadmissible,  but 
rather  simply  that  they  be  made  during  plea 
negotiations. 

In  this  case,  the  statements  were  made 
during  the  course  of  plea  discussions,  not 
plea  negotiations.  The  officer  never  led  the 
defendant  to  believe  that  he  had  the  author- 
ity to  negotiate  and  did  not  offer  the  defen- 
dant anything  in  exchange  for  his  statement. 
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The  defendant  did  not  condition  his  state- 
ments on  any  obligation  on  the  officer's 
part. 

A  statement  made  by  a  murder  suspect 
as  he  voluntarily  accompanied  a  police 
officer  to  the  police  station  was  properly 
admitted  in  evidence.  Commonwealth  v. 
Duguay,  430  Mass.  397  (1999). 

The  SJC  upheld  the  defendant's  convic- 
tion for  first  degree  murder.  The  defendant 
stabbed  the  victim,  a  boy  with  whom  he  had 
had  a  sexual  relationship  for  some  time,  2 1 
times.  The  SJC  upheld  the  lower  court's 
denial  of  a  motion  to  suppress  a  statement 
made  to  a  police  officer  in  a  police  cruiser 
en  route  to  the  police  station. 

When  the  police  arrived  at  the 
defendant's  house  to  arrest  him,  he  told 
them  he  knew  they  were  coming.  The  police 
read  Miranda  warnings  (incomplete  at  the 
time  in  that  they  failed  to  inform  him  of  his 
right  to  court-appointed  counsel).  In  the  car, 
the  defendant  asked  the  officer  what  the 
police  wanted  to  know.  The  officer  replied 
"just  tell  them  what  happened."  The  defen- 
dant said:  "if  I  tell  you  what  happened, 
you'll  put  me  in  jail  for  the  rest  of  my  life." 
The  defendant  was  again  read  his  Miranda 
rights. 

The  original  Miranda  warnings  were 
deficient,  which  normally  leads  to  suppres- 
sion of  statements  made  in  response  to 
police  interrogation.  However,  in  the 
circumstances  of  the  case,  the  statement 
need  not  be  suppressed. 

The  defendant  was  not  in  custody  since 
he  agreed  to  accompany  the  police.  There 
was  no  arrest  because  a  reasonable  person 
on  the  scene  would  not  have  perceived  that 
the  defendant  was  being  forcibly  detained. 
In  addition,  the  conversation  was  not  tanta- 
mount  to  questioning  since  the  defendant 
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initiated  the  conversation  and  the  officer 
merely  answered  a  question.  Finally,  the 
statement  was  not  involuntary  since  the 
defendant  blurted  it  out  without  prompting. 

Confession  was  properly  admitted  where 
the  defendant  made  his  statement  after 
receiving  proper  Miranda  warnings  and 
where  confession  was  voluntary.  Common- 


wealth v.  Scott,  430  Mass.  351  (1999). 

The  SJC  affirmed  the  defendant's  con- 
viction for  murder  in  the  first  degree  and 
armed  robbery.  The  SJC  also  affirmed  the 
order  denying  a  new  trial. 

While  staying  at  a  hotel,  the  defendant 
attempted  to  rob  the  night  manager.  As  the 
manager  tried  to  escape,  the  defendant 
stabbed  him  several  times,  then  took  him 
back  to  the  defendant's  room  and  tied  him 
up.  The  manager  died  there  of  the  stab 
wounds. 

Once  arrested,  the  defendant  was  read 
Miranda  warnings.  He  asserted  his  right  to 
remain  silent,  which  was  respected.  Later, 
he  called  from  his  cell  to  an  officer  and  said 
he  wanted  to  confess.  He  repeated  this  one 
and  a  half  hours  later.  After  again  receiving 
Miranda  warnings,  the  defendant  confessed 
to  an  unrelated  murder,  saying  he  was 
concerned  that  his  sister  would  be  blamed  if 
he  did  not  confess.  He  then  confessed  to  the 
murder  at  issue. 

Even  if  the  Miranda  warnings  issued  had 
been  incomplete  the  first  time  they  were 
read,  the  error  was  corrected  by  subsequent 
warnings  issued  before  the  defendant  gave 
his  statement. 

The  defendant  claims  that  his  concern 
for  his  sister  indicates  that  his  confession 
was  involuntary.  However,  the  circum- 
stances indicate  that  the  defendant  was  not 
coerced  into  confessing.  The  defendant 


controlled  the  narrative.  He  ate,  drank  and 
took  breaks  during  the  confession.  He 
reviewed  and  corrected  the  notes  taken  by  an 
officer.  While  concern  for  a  loved  one  may 
in  certain  circumstances  render  a  confession 
involuntary,  considering  all  the  circum- 
stances of  the  case,  the  Court  found  this 
confession  voluntary. 

D.  Hearsay 

In  hearings  for  revocation  of  probation, 
the  use  of  reliable  hearsay  is  permissible. 
However,  when  the  hearsay  provides  the 
only  evidence  of  the  alleged  violation,  it 
must  have  substantial  indicia  of  reliability  to 
satisfy  due  process  principles.  Common- 
wealth v.  Wilson,  47  Mass.  App.  Ct.  924 
(1999). 

The  Appeals  Court  vacated  an  order 
revoking  the  defendant's  probation  because 
the  evidence  on  which  the  order  was  based 
was  not  sufficiently  reliable.  The  order  was 
based  on  a  police  report  detailing  a  state- 
ment of  an  individual  indicating  a  sexual 
relationship  between  him  and  the  defendant. 
Had  this  relationship  occurred  while  the 
declarant  was  underage,  as  the  declarant 
claimed,  the  defendant's  probation  could 
have  been  revoked. 

The  police  report  was  not  "substantially 
trustworthy"  or  "demonstrably  reliable."  It 
was  nothing  more  than  an  account  of  the 
declarant's  statement.  There  were  no  indicia 
of  reliability,  such  as  observations  of  police, 
corroboration,  or  investigation. 

The  declarant  refused  to  answer  certain 
questions  when  testifying  at  the  hearing  by 
invoking  the  5th  amendment,  increasing  the 
importance  of  the  opportunity  to  cross- 
examine  the  witness  on  statements  in  the 
police  report. 
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The  fact  that  a  witness's  statements  are 
given  in  response  to  police  questions  does 
not  necessarily  preclude  their  being  admis- 
sible as  excited  utterances.  Commonwealth 
v.  Hardy.  47  Mass.  App.  Ct.  679  (1999). 


The  Appeals  Court  reversed  the 
defendant's  conviction  for  breaking  and 
entering,  robbery,  and  assault  and  battery. 
The  court  held  that  statements  made  by  the 
victim,  who  had  since  died  of  causes  unre- 
lated to  the  crime,  should  have  been  ex- 
cluded as  hearsay. 

The  victim's  statements  to  police  about 
three  hours  after  the  incident  contained  the 
only  evidence  of  the  general  appearance  of 
the  attacker  and  of  the  element  of  force  and 
violence  or  placing  in  fear.  These  state- 
ments were  not  properly  admissible  as  an 
excited  or  spontaneous  utterance.  They 
were  not  made  during  a  rapidly  developing 
incident,  leaving  open  the  possibility  of 
premeditation,  fabrication,  or  reconstruction 
from  a  faulty  memory.  Without  the  ability 
to  cross-examine  the  witness,  a  substantial 
risk  of  a  miscarriage  of  justice  was  created 
at  trial. 

Generally,  hearsay  may  be  admitted  so 
long  as  there  has  not  been  time  for  the 
exciting  influence  to  lose  its  sway.  Several 
factors  are  relevant  to  the  determination  of 
whether  a  statement  is  admissible  under  the 
excited  utterance  exception  to  the  hearsay 
rule:  degree  of  excitement  displayed  by 
declarant;  whether  the  statement  is  made  at  a 
place  of  traumatic  event  or  elsewhere; 
temporal  closeness  of  the  statement  to  the 
event  it  explains;  degree  of  spontaneity. 

The  fact  that  answers  were  given  in 
response  to  police  questions  does  not,  in 
itself,  necessarily  preclude  their  being 
admissible  as  excited  utterances.  Each  case 
depends  on  the  circumstances  involved. 
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E.  Suppressed  Evidence 

Evidence  from  a  case  which  had  been 
dismissed  could  not  be  used  to  retry  the 
defendant,  despite  a  change  in  the  legal 
precedent  which  caused  the  evidence  to  be 
originally  suppressed.  Commonwealth  v. 
Williams.  431  Mass.  71  (2000). 

The  SJC  affirmed  that  the  prosecution 
could  not  use  previously  suppressed  evi- 
dence against  the  defendant.  The  Common- 
wealth had  attempted  to  retry  the  case 
following  an  SJC  decision  that  overturned 
the  reasoning  by  which  the  evidence  had 
been  suppressed  in  the  first  trial. 

The  defendant  was  originally  tried  for 
unlawful  possession  of  marijuana  with  intent 
to  distribute  as  a  second  or  subsequent 
offender.  The  police,  in  seizing  the  evidence 
originally,  failed  to  make  their  search  war- 
rant compliant  with  requirements  concerning 
triggering  events.  They  also  failed  to  read 
the  affidavit  to  the  persons  searched,  even 
though  the  affidavit  properly  stated  the 
triggering  event.  These  improprieties  led 
the  Superior  Court  to  suppress  the  seized 
evidence,  and  the  prosecution,  rather  than 
seeking  leave  to  appeal,  filed  a  motion  to 
dismiss  the  case.  That  motion  was  allowed. 

Thereafter,  the  SJC  issued  a  decision 
indicating  that  the  original  warrant  would 
have  been  lawful.  Commonwealth  v. 
Gauthier,  425  Mass.  37  (1997).    Based  upon 
this  decision,  the  prosecution  attempted  to 
re-indict  the  defendant.  The  SJC  held, 
however,  that  the  Commonwealth  was 
precluded  from  prosecuting  the  case  under 
the  principles  of  issue  preclusion  where  it 
had  chosen  not  to  seek  interlocutory  appeal, 
and  where  it  had  not  moved  for  reconsidera- 
tion of  the  suppression  order  after  the 
Gauthier  case  had  been  decided. 
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IV.  MIRANDA 

Suspect,  who  had  difficulty  with  En- 
glish, was  issued  proper  Miranda  warnings 
when  read  in  both  English  and  Spanish- 
Commonwealth  v.  Rendon-Alvarez.  48 
Mass.  App.  Ct.  140(1999). 

The  Appeals  Court  upheld  the  motion 
judge's  determination  that  the  defendant  was 
properly  warned  under  Miranda.  The 
defendant  was  convicted  of  trafficking  in 
cocaine  after  over  a  kilo  of  cocaine  was 
found  under  the  front  seat  of  a  car  that  he 
drove  and  of  which  he  was  the  sole  occu- 
pant. 

A  trooper  stopping  defendant's  car  for 
traffic  violations  read  Miranda  warnings 
from  a  card  he  carried.  When  he  realized 
that  the  defendant  spoke  English  with 
difficulty,  he  had  the  defendant  read  the 
warnings  from  the  back  of  the  card,  which 
listed  the  warnings  in  Spanish.  At  the 
barracks,  an  officer  who  spoke  Spanish  read 
the  defendant  the  same  warnings. 

The  second  officer's  inability  to  recall 
on  the  witness  stand  all  the  warnings  was  of 
no  consequence  where  the  defendant  had 
been  given  the  card  to  read  in  Spanish  and 
then  had  had  the  warnings  read  to  him  from 
such  a  card. 

The  defendant  did  not  waive  his  right  to 
silence,  stopping  the  questioning  before  it 
produced  information  of  consequence. 


Where  the  defendant  was  handcuffed 
and  locked  in  the  back  of  a  police  cruiser, 
Miranda  warnings  should  have  preceded  any 
interrogation  bv  police.  The  officer's  . 
inquiry,  although  introductory,  was  objec- 
tively designed  to  elicit  an  incriminating 
response.  Commonwealth  v.  Gordon,  47 
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Mass.  App.  Ct.  825(1999). 

The  Appeals  Court  reversed  the 
defendant's  conviction  for  armed  robbery 
and  ordered  a  new  trial.  The  police  officer's 
failure  to  read  Miranda  warnings  rendered 
her  statements  inadmissible. 

The  defendant  was  apprehended  around 
5  a.m.  by  a  police  officer  near  a  convenience 
store  that  had  just  been  robbed  because  she 
matched  the  description  of  the  robber.  The 
officer  handcuffed  the  defendant  and  placed 
her  in  the  police  cruiser.  While  trying  to 
calm  her  down,  the  officer  asked  her  what 
she  was  doing  there  that  early  in  the  morn- 
ing. She  responded  that  she  didn't  want  to 
do  it,  that  someone  else  made  her  do  it. 

The  detention,  handcuffing,  and  place- 
ment in  cruiser  were  justified  under  Terry 
principles  and  did  not  exceed  the  proper 
contours  of  a  threshold  inquiry. 

However,  for  Miranda  purposes,  since  a 
reasonable  person  in  the  defendant's  posi- 
tion would  have  believed  that  she  was  in 
custody,  the  Miranda  warnings  were  neces- 
sary before  interrogation. 

The  fact  that  the  question  was  introduc- 
tory does  not  necessarily  make  it  merely 
preliminary  and  not  interrogatory  for 
Miranda  purposes.  At  the  time,  the  police 
knew  enough  to  have  an  objective  suspicion, 
which  this  question  explored. 

A  juvenile  at  least  14  years  old  cannot  be 
held  to  have  waived  the  right  to  silence 
voluntarily  without  meaningful  consultation 
with  parent,  interested  adult,  or  attorney  to 
ensure  that  the  waiver  is  knowing  and 
intelligent. 

Statements  obtained  involuntarily  can 
only  be  used  for  impeachment  purposes,  not 
in  the  prosecution's  case  in  chief.  Common- 
wealth v.  Ferrer.  47  Mass.  App.  Ct.  645 
(1999). 
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The  Appeals  Court  upheld  the 
defendant's  conviction  of  second  degree 
murder. 

After  an  altercation,  the  defendant  got 
into  a  car,  drove  to  where  the  victim  stood, 
and  shot  him.  The  defendant,  a  juvenile 
over  age  14,  then  fled  to  Florida  and  there 
made  three  inconsistent  statements  in  cus- 
tody. He  made  the  statements  after  waiving 
the  right  to  silence  in  the  absence  of  an 
adult.  Although  these  statements  could  not 
be  used  in  the  prosecution's  case  in  chief, 
they  were  found  voluntary  and  allowed  for 
impeachment  purposes  when  the  defendant 
testified. 

The  court  reasoned  that  excluding  the 
statements  from  the  prosecution's  case  in 
chief  served  sufficiently  to  deter  police  from 
unlawful  conduct  and  that  the  Miranda 
shield  cannot  be  employed  as  a  license  to 
use  perjury  in  one's  defense. 

Criteria  for  determining  whether  waiver 
was  voluntary  include:  age,  education, 
intelligence,  emotional  maturity,  and  experi- 
ence with  the  criminal  justice  system. 

V.  APPEAL  PROCESS:  REVOCA- 
TION OF  PROBATION 

When  a  defendant  challenges  an  order 
revoking  probation,  the  appropriate  method 
of  seeking  review  is  through  a  direct  appeal. 
Commonwealth  v.  Christian,  429  Mass. 
1022(1999). 

The  SJC  held  that,  contrary  to  the  Ap- 
peals Court's  decision  in  this  case,  a  defen- 
dant seeking  review  of  an  order  of  probation 
revocation  should  proceed  through  a  direct 
appeal,  rather  than  through  a  Rule  30(a) 
motion  (for  relief  from  "unlawful  restraint"). 

The  direct  appeal  and  the  Rule  30(a) 
motion  serve  distinct  purposes.  In  order  to 
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challenge  an  order  revoking  probation,  the 
defendant  must  file  a  notice  of  appeal  within 
30  days  of  the  imposition  of  the  previously 
suspended  sentence.  Rule  30(a)  is  to  be 
used  to  challenge  the  sentence  imposed  in 
consequence  of  the  order  revoking  prohibi- 
tion, not  the  order  itself. 

For  example,  if  a  defendant  were  given  a 
three-year  suspended  sentence,  found  in 
violation  of  the  probation,  and  then  ordered 
to  serve  four  years,  the  defendant  should  use 
a  direct  appeal  to  challenge  the  revocation 
order  itself,  but  a  Rule  30(a)  motion  to 
challenge  the  imposition  of  a  four-year  term. 

VI.  JUDICIAL  PROCEDURE 

A.  Advice  to  Aliens 

Where  a  judge  incorrectly  informed  the 
defendant  of  the  immigration  repercus.  . < .  ^ 
that  might  follow  from  pleading  guilty,  ;:ie 
defendant's  plea  had  to  be  withdrawn. 
Commonwealth  v.  Soto.  431  Mass.  340 
(2000). 

The  SJC  ordered  that  the  defendant's 
original  guilty  plea  to  possession  of  cocaine 
with  intent  to  distribute  be  withdrawn,  and 
that  a  new  trial  take  place.  The  trial  judge 
did  not  sufficiently  inform  the  defendant  of 
the  legal  consequences  that  could  result 
from  pleading  guilty. 

The  defendant  was  a  legal  alien,  origi- 
nally found  guilty  of  trafficking  in  cocaine. 
His  motion  for  a  new  trial  was  granted.  In 
his  second  trial,  the  defendant  plead  guilty  to 
the  above  charge  despite  the  judge's  warn- 
ing that  doing  so  might  lead  to  denial  of 
citizenship  or  to  deportation.  After  this  plea, 
the  INS  began  proceedings  to  remove  the 
defendant  from  the  country. 

The  official  record  showed  that  the  trial 
judge  did  not  advise  the  defendant  that 
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pleading  guilty  could  preclude  him  from 
admission  to  the  United  States.  Trial  judges 
must  explicitly  inform  aliens  of  all  three 
immigration  procedures  that  criminal  con- 
victions may  subject  them  to:  denial  of 
naturalization,  exclusion  of  admission,  and 
deportation.    The  SJC  vacated  the  denial  of 
the  defendant's  motion  to  withdraw  his 
guilty  plea  and  remanded  the  case  back  for 
further  proceedings. 

A  reconstructed  court  record  was  enough 
evidence  to  prevent  an  alien's  admission  of 
guilt  from  being  withdrawn.  Common- 
wealth v.  Rzepphiewski,  431  Mass.  48 
(2000). 

The  SJC  denied  the  defendant's  motion 
to  withdraw  his  admission  of  operating  a 
motor  vehicle  while  under  the  influence  of 
alcohol.  Though  no  official  record  of  the 
judge's  colloquy  existed,  the  judge  recreated 
a  record  sufficient  to  certify  that  the  defen- 
dant had  been  given  the  legally  mandated 
information. 

In  his  trial,  the  defendant  admitted 
enough  facts  to  warrant  a  finding  of  guilt  on 
the  charge  of  operating  a  motor  vehicle 
while  under  the  influence  of  alcohol.  As  an 
alien,  such  a  finding  could  possibly  lead  to 
the  defendant's  deportation.  Trial  judges  are 
bound  by  law  to  advise  aliens  that  certain 
admissions  can  carry  this  consequence.  The 
defendant  swore  in  an  affidavit  nine  years 
after  the  incident  that  the  judge  had  not 
issued  this  advisement,  and  that  the  Com- 
monwealth had  no  record  of  the  judge's 
having  done  so. 

Despite  the  absence  of  an  official  record, 
the  trial  judge  recreated  an  informal  record 
from  docket  notes  and  his  standard  colloquy. 
His  recreated  record  demonstrated  that  he 
had  in  fact  issued  the  requisite  advisements, 


sufficiently  establishing  that  the  advice  had 
been  given.  The  recreated  record,  in  the 
absence  of  evidence  proving  the  contrary, 
outweighed  the  claim  that  the  lack  of  an 
official  record  should  reverse  the  conviction. 

B.  Minority  Peremptory  Challenges 

A  judge  failed  to  follow  the  correct 
procedure  in  determining  whether  a  peremp- 
tory challenge  was  race-neutral.  When  it 
was  determined  that  the  challenge  was  not 
race-neutral,  the  defendant  was  granted  a 
new  trial.  Commonwealth  v.  Calderon,  431 
Mass.  21  (2000). 

The  SJC  affirmed  the  Appeals  Court's 
ruling  that  one  of  the  prosecution's  peremp- 
tory challenges  was  racially  based  and 
therefore  grounds  for  declaring  a  mistrial. 

In  the  defendant's  original  trial,  the 
prosecution  issued  a  peremptory  challenge 
to  an  African- American  juror.  Upon  being 
questioned  by  the  trial  judge,  the  prosecu- 
tion claimed  that  they  used  this  challenge 
because  they  felt  the  fact  that  the  juror's 
husband  was  a  police  officer  might  affect 
her  impartiality. 

The  judge  did  not  follow  the  correct 
procedure  in  determining  whether  this 
peremptory  challenge  was  racially  moti- 
vated. Upon  detecting  impropriety,  the 
judge  should  have  allowed  the  defense  to 
rebut  the  prosecution's  challenge.  After 
hearing  both  sides,  the  judge  was  bound  to 
engage  in  meaningful  and  independent 
consideration  of  whether  the  challenge  was 
in  fact  racially  motivated. 

Even  in  the  case  of  a  single  juror,  a 
judge  is  bound  by  law  to  allow  the  opposing 
side  to  rebut  when  a  peremptory  challenge 
may  be  race-based.  The  judge  must  then 
independently  evaluate  the  issue. 
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C.  Selective  Prosecution 

A  case  against  a  female  nightwalker  was 
dismissed  because  police  showed  gender 
discrimination  in  their  arrest  patterns.  Com- 
monwealth v.  Lafaso,  49  Mass.  App.  Ct.  179 
(2000). 

The  Appeals  Court  affirmed  the  decision 
to  dismiss  the  case  against  a  woman  accused 
of  common  night  walking. 

The  defendant  was  arrested  three  separate 
times  in  a  period  of  three  months  for  being  a 
common  night  walker.  Each  time  the  defen- 


dant was  arrested,  the  "John"  with  her  was 
allowed  to  go  free.  The  defendant  alleged 
that  the  police  discriminated  against  women 
by  failing  to  arrest  these  "Johns".  Further, 
she  claimed  that  her  experience  exhibited  a 
larger  trend  whereby  police  arrested  females 
for  nightwalking  and  prostitution  but  ar- 
rested accompanying  male  "Johns"  far  less 
frequently. 

The  Appeals  Court  agreed  that  the 
Commonwealth  engaged  in  discrimination 
by  failing  to  prosecute  men  and  women 
equally.  Arresting  and  prosecuting  by 
racial,  religious  or  gender  classifications  is 
grounds  for  dismissal. 
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ASSISTANCE  AND  CONTACTS  AT 
THE  OFFICE  OF  THE 
ATTORNEY  GENERAL 


Below  is  a  list  of  individuals  at  the  Office  of  the  Attorney  General  to  call  for  assistance.  The 
main  office  number  for  all  extensions,  listed  below  is  (617)  727-2200; 
TTY  (617)  727-4765.  The  office  address  is:  Office  of  the  Attorney  General,  One  Ashburton 
Place,  Boston,  MA  02108. 

This  publication  is  available  in  alternate  formats  for  persons  with  disabilities.  If  you  would  like 
your  copy  of  Attorney  General  Tom  Reilly's  Law  Enforcement  Newsletter  in  large  print,  audio- 
tape or  another,  please  contact  us. 

TO  CONTACT  ONE  OF  THE  FOLLOWING  INDIVIDUALS,  PLEASE  CALL  617-727- 
2200  AND  ASK  FOR  THE  APPROPRIATE  EXTENSION. 

Ext. 


Tom  Reilly,  Attorney  General 2042 

Dean  Richlin,  First  Assistant  Attorney  General 2038 

Jeffrey  Shapiro,  Chief  of  Staff 2566 

LEN  EDITOR 

Elisabeth  J.  Medvedow .' 2822 

BUSINESS  AND  LABOR  PROTECTION  BUREAU 

David  Nalven,  Bureau  Chief 3209 

Constance  McGrane,  Deputy  Bureau  Chief 3239 

David  Marks,  Chief  Prosecutor 3233 

William  Weinreb,  Division  Chief,  Insurance  and  Unemployment  Fraud  Division 3256 

Francis  Flaherty,  Division  Chief,  Fair  Labor  and  Business  Practices 3294 

Nicholas  Messuri,  Division  Chief,  Medicaid  Fraud  Control  Unit 3405 
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CRIMINAL  BUREAU 

Gerard  T.  Leone,  Jr.,  Bureau  Chief 281 1 

Kurt  N.  Schwartz,  First  Deputy  Bureau  Chief 2838 

Pamela  L.  Hunt,  Division  Chief,  Appellate  Division 2826 

Det.  Lieutenant  Mark  Delaney,  Criminal  Investigations  Division 2510 

Carol  Starkey,  Division  Chief,  Economic  Crimes  Division 2860 

Paul  Stewart,  Director,  Financial  Investigation  Division 2870 

William  Bloomer,  Division  Chief,  Special  Investigations  and  Narcotics  Division 2512 

James  O'Brien,  Division  Chief,  Public  Integrity  Division 2813 

John  Grossman,  Division  Chief,  High  Tech  and  Computer  Crimes  Division 2917 

Mary  A.  Phillips,  Bureau  Attorney  for  Training  and  Administration 2868 

EXECUTIVE  BUREAU 

Pamela  Dashiell,  Legal  Counsel 2915 

COMMUNITY-BASED  JUSTICE  BUREAU 

Beth  Merachnik,  Bureau  Chief 2550 

Marcy  Jackson,  Division  Chief,  Safe  Neighborhood  Initiative 2551 

Cheryl  Watson,  Director,  Victim  Compensation  and  Assistance '.' 2555 

Elisabeth  J.  Medvedow,  Bureau  Attorney  for  Policy  and  Legislation 2822 

Michelle  Booth,  Director  of  Programs 2916 

Janine  Gannon,  Project  Director 2547 
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GOVERNMENT  BUREAU 

Alice  Moore,  Bureau  Chief 2057 

Peter  Sacks,  Deputy  Bureau  Chief 2064 

Judith  Yogman,  Division  Chief,  Administrative  Law  Division 2066 

James  Milkey,  Division  Chief,  Environmental  Protection  Division 3347 

David  Kerrigan,  Division  Chief,  Trial  Division 3310 

PUBLIC  PROTECTION  BUREAU 

Timothy  Shea,  Bureau  Chief 2040 

Mark  Kmetz,  Deputy  Bureau  Chief 2156 

Catherine  Greene,  Assistant  Bureau  Chief 2577 

Richard  Gordon,  Assistant  Bureau  Chief 2951 

Linda  Tomaselli,  Assistant  Bureau  Chief 2914 

Richard  Cole,  Division  Chief,  Civil  Rights 2928 

Jesse  Caplan,  Acting  Division  Chief,  Consumer  Protection  and  Antitrust  Division 2654 

Jamie  Katz,  Division  Chief,  Public  Charities 2118 

George  Dean,  Division  Chief,  Regulated  Industries  Division 3446 

WESTERN  MASSACHUSETTS  DIVISION 

Janice  Healy,  Chief,  Western  Massachusetts  Office (413)  784-1240 

Matthew  Shea,  Assistant  Attorney  General (413)  784-1240 

CENTRAL  MASSACHUSETTS  DIVISION 

Maria  Hickey  Jacobson,  Chief (508)  792-7600 
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